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a b s t r a c t

In the fight against unauthorised sharing of copyright protected material, Dutch Internet
Service Providers have been summoned by courts to block their subscribers0 access to The
Pirate Bay and related sites. This paper studies the effectiveness of this approach towards
online copyright enforcement, using both a consumer survey and a newly developed non-
infringing technology for BitTorrent monitoring. While a small group of respondents
download less from illegal sources or claim to have stopped doing so, no impact is found
on the percentage of the Dutch population downloading from illegal sources. Slight
changes are found on the distribution of Dutch peers, but these seem related to the
awareness raised by blocking rather than the blocking itself.

& 2013 Elsevier Ltd. All rights reserved.

1. Introduction

In early 2012, Dutch rights holders claimed two potentially important legal victories in their fight against unauthorised
sharing of copyright protected material on the Internet, also known as online piracy. As from February 2012, two large
Internet Service Providers (ISPs) were ordered by the Court of The Hague (2012a), a lower Dutch court, to block access to
The Pirate Bay (TPB) website and a list of subdomains and mirror sites. In a second ruling in May 2012, the same court
ordered four other Dutch ISPs to block access to TPB within ten days (Court of The Hague, 2012b). Both rulings combined
imply that more than 90% of Dutch Internet subscribers cannot access TPB directly through their ISP. Both rulings are
currently under appeal from the ISPs. They are part of a manifold of legal actions against TPB in Sweden, Germany and other
countries. According to the Dutch court, TPB is currently the world0s largest index site for BitTorrent files and as such an
important platform for online piracy. Other legal efforts to take down this site have failed so far. The court considered
blocking access to TPB for all subscribers of these ISPs proportional, as an estimated 90% to 95% of the material offered via
this site is illegal while legally offered material can also be obtained through other sites. If this situation were to change,
withdrawal of the ruling could be ordered (Court of The Hague, 2012a, nr. 4.27–4.29).

The effectiveness of the requested measures was an important issue in both lawsuits. Rights holders0 representatives
presented evidence from Italy and Denmark that blocking access to TPB had significantly reduced its number of unique
visitors, despite the claim by the defendants that the intervention is easily circumvented, for instance by making use of
virtual hosting or an anonymous web proxy provider (Court of The Hague, 2012a, nr. 4.34–4.36). From an economic
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perspective, however, the relevant question is not whether blocking access to TPB decreased the number of visitors to this
website, but what the effect is on online copyright infringement as a whole.

Blocking access to TPB may affect unauthorised file sharing through various mechanisms. First, the mere announcement
of the intervention may discourage downloading because of anticipation or awareness that file sharing is not appreciated by
rights holders1 and may deprive authors from their income (awareness effect). Second, after the actual blocking has become
effective, illegal content may become less attractive, because it is more difficult to find. This raises transaction costs, which
may have an instant negative blocking effect on file sharing. After these immediate effects, two opposing mid- or long-term
effects could occur: On the one hand, consumers may be triggered by the intervention to use legal alternatives and continue
using them (conversion effect), on the other hand, they may learn how to circumvent the blocking, and new illegal sources
may be launched, causing file sharing to increase again (relapse effect).

This paper assesses the effects of blocking access to TPB on unauthorised file sharing and the use of legal channels, using
two empirical approaches next to each other: (1) Consumer surveys among representative consumer samples (two
measurements) and (2) BitTorrent monitoring on selections of torrents (three measurements). BitTorrent monitoring
concerns an innovative data collection technique that directly measures BitTorrent participation by monitoring the
distribution of peers for a sample of torrent files, without participating in the file sharing. The first consumer survey and
BitTorrent Monitoring took place three months after the first ruling; the second monitoring after four months. The second
survey took place six months after the second ruling and ten months after the first. Finally, the second monitoring took
place approximately one year after the first ruling (see Fig. 1).

Both methods combined lead to the conclusion that while a small group of respondents downloads less from illegal
sources or has stopped doing so altogether and a significant but small effect is found on the distribution of Dutch peers,
there is no impact on the percentage of the Dutch population downloading from illegal sources. As such, this paper
contributes to the literature on the effectiveness of online copyright enforcement. Moreover, it provides a novel and non-
infringing technology for BitTorrent monitoring.

The rest of this paper is structured as follows. A short technical introduction to the BitTorrent file sharing mechanism, and
an overview of the emerging literature on copyright enforcement and on BitTorrent monitoring are provided in Section 2. The
design and results of the consumer surveys are presented in Section 3, and BitTorrent monitoring in Section 4. The conclusions
are summarised in Section 5.

2. Background and literature

2.1. The BitTorrent file sharing mechanism

The BitTorrent protocol is a peer-to-peer protocol in which peers cooperate in distributing content over the Internet.
A peer is a programme running on a computing node that participates in downloading and uploading content. This content
is divided into blocks of data, which are exchanged between peers and together form the complete content. A swarm is a set
of peers sharing a single set of files, a torrent file. This torrent file describes the relevant metadata of the content being
distributed to support the BitTorrent protocol.

Trackers are used to bootstrap and accelerate BitTorrent swarms; they participate in swarms by keeping track of all
participants and provide a peer with information on other peers in the swarm. A peer can discover other peers through peer
exchange, that is sharing known peers with connected peers.

The initial version of the BitTorrent protocol (Cohen, 2008) used torrent files to describe content. Later versions have
added another layer of distribution by storing the BitTorrent files in a Distributed Hash Table (DHT) storage network created
by all global peers. A so-called magnet link can then be used to address content in this DHT network, which provides the
contents of a torrent file, and several participating peers. The main advantage of magnet links is that they remove the need
for a central node, the tracker, but often magnet links also contain pointers to trackers to improve the peer discovery
process.

2.2. Effectiveness of measures against unauthorised file sharing

Since early this century, a substantial empirical literature emerged on the effects of unauthorised file sharing on the sales
of entertainment products. Early contributions focused on the music industry, later some studies appeared on movies.
In their literature review, Smith and Telang (2012) conclude that a large majority of these studies find a negative effect of
unauthorised file sharing on sales.

Over the years, the entertainment industry has pursued a variety of strategies to combat unauthorised file sharing. Some
concern their own supply, for instance the use of Digital Rights Management (DRM) technology to prevent users from
sharing legally acquired content. For the music industry this strategy proved to be counterproductive and was abandoned
(Sinha, Machado, & Sellman, 2010; Vernik, Purohit, & Desai, 2011), while for audio-visual products, e-books and games the

1 In the Netherlands, downloading from illegal sources is allowed under the private copying exception, but uploading is illegal. By default BitTorrent
clients download as well as upload content.
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use of DRM is still common. Another strategy is to offer legal digital alternatives. Danaher, Dhanasobhon, Smith, and Telang
(2010) study the effect of the removal of NBC content from the iTunes store in December 2007 and its restoration in
September 2008, on BitTorrent piracy and DVD sales on Amazon. They associate the removal with an 11.4% increase in piracy
of this content, twice the legal digital sales prior to removal. After the content was restored, no significant effects on DVD
sales were found, nor on piracy levels. A more controversial strategy involves the pollution or poisoning of illegal file sharing
networks with useless decoys (Christin, Weigend, & Chuang, 2005).

Blocking access to TPB, the object of this study, stands in a tradition of legal actions against file sharing. These can be
distinguished in action against individual file sharers, the demand-side of the illegal market, and actions against the supply-
side, platforms that accommodate unauthorised file sharing.

2.2.1. Legal action against individual file sharers
In June 2003, the Recording Industry Association of America (RIAA) initiated a series of lawsuits against individual file

sharers. Bhattacharjee, Gopal, Lertwachara, and Marsden (2006) tracked the online file sharing behaviour of over 2000
individuals. They found that in reaction to these lawsuits, the majority of substantial file sharers decreased the number of
files shared typically by 90% and small time file sharers typically to a third. However, the individuals who continued
unauthorised file sharing increased their activity again after a court ruling that made it harder for the RIAA to request the
names of file sharers from ISPs. Furthermore, the authors note that individuals may have gone off the radar, using more
covert file sharing technologies.

Adermon and Liang (2011) study the effects of the implementation of the Intellectual Property Rights Enforcement
Directive (IPRED) in Sweden on music and movie sales. This European directive, implemented on 1 April 2009, substantially
increased the risk of being caught and prosecuted for online file sharing. The authors have found an 18% drop in Internet
traffic during the six months following the implementation. Using difference-in-difference analysis with Finland and
Norway as controls, they conclude that the implementation led to an increase in the sale of physical music by 27% and digital
music by 48%. No significant effects were found on cinema visits or DVD sales. On the other hand, it was also shown in the
study that “the reform effects more or less disappeared after six months except for digital music sales” – the aforementioned
relapse effect. They also report the outcome of two consumer surveys on file sharing. In 2009, 23% of the respondents stated
they had stopped using file sharing sites as a result of the new legislation, 37% used file sharing sites less (N¼429). In 2010,
52% stated they used file sharing sites less for downloading music than the year before (N¼1060). From this group who
reported to download less than the year before, 56% mentioned Spotify as the reason for this, while 34% mentioned the
IPRED, and 25% “better legal services”.

Danaher, Smith, Telang, and Chen (in press) study the effect of the French HADOPI legislation on digital sales in the
iTunes store. Under this “three strikes” legislation, implemented in October 2009, infringers caught first receive a warning.
When caught again, they get a second warning, and after this, suspension of their Internet connection may be ordered.
Using a difference-in-difference approach comparing French data with other countries, the authors have found a positive
effect on song and album sales at iTunes of 22.5% and 25% respectively (conversion effect). However, it is impossible to
disentangle the effects of the actual legislation and the education campaigns accompanying the introduction of HADOPI
(awareness effect). Most of the effect seems to have arisen before the (amended) legislation was finally accepted by the
Constitutional Council and diminished since then.

2.2.2. Legal action against platforms that accommodate file sharing
A different strategy is directed towards platforms that accommodate file sharing, the supply side of the illegal market.

Blocking access to TPB stands in this tradition. An early victory of right holders against this supply side was the shutdown of
Napster in July 2001. However, Napster was soon succeeded by alternative platforms such as KaZaA and BitTorrent clients
that decentralise the file sharing process. The bootstrapping of the process occurs at sites such as TPB. An alternative

Measurements:

2012 2013

Ruling 1 
(11/1/12) 

Ziggo & XS4ALL 
block access to TPB 

as of 1/2/12

Ruling 2
(10/5/12): 

KPN, UPC, T-Mobile 
& Tele2 block access 

to TPB 
as of 24/5/12

Legal interventions

Surveys

BitTorrent
Monitoring

Survey 1
May 2012

Survey 2
Nov/Dec 2012

Monitor 1
April 2012

Monitor 2
May 2012

Monitor 3
February 2013

Fig. 1. Timeline of legal interventions and measurements.
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technology is provided by cyberlockers (or one-click hosters), cloud services where individuals can store copyright protected
content anonymously for others to download.

In January 2012, Megaupload, the most popular cyberlocker, was shut down. Danaher and Smith (2013) study the effects
of this natural experiment on unauthorised file sharing and legal online movie rentals and purchases. They analyse cross-
country variation in the use of Megaupload before and the change in legal sales after the shutdown. No relation is found
between the penetration of Megaupload and the digital sales prior to the shutdown. However, a significant positive
relationship is found between this penetration and the sales change after the shutdown (blocking effect). For each additional
1% of pre-shutdown penetration, the post-shutdown sales increased by an extra 2.5–3.8%. The absence of a relation between
Megaupload penetration and digital sales prior to shutdown suggests that the effect of the shutdown is temporary and lasts
until consumers have found their ways to alternative suppliers of illegal video content. Peukert, Claussen, and Kretschmer
(2013) also study the effect of the Megaupload shutdown and have found a negative effect of the shutdown on box office
revenues for smaller and mid-range movies. Apparently, only large blockbusters benefit from the shutdown of Megaupload,
whereas smaller movies may benefit more from file sharing through word-of-mouth in social networks.

Lauinger et al. (2013) also study the effect of legal actions against cyberlockers, such as removing certain content. They
have found that such actions are a nuisance to the users of cyberlockers but that their effect on overall availability of content
and on file sharing activity is limited. They conclude that cyberlockers “are probably most vulnerable to antipiracy measures
targeted at removing external sources of revenue. Indexing sites may be less affected, especially those that are less driven by
(and reliant on) monetary gain” (Lauinger et al., 2013, p. 12).

In sum, this review of the literature shows that legal actions against file sharers and platforms for unauthorised file
sharing often have immediate effects (awareness and blocking effects) which disappear after typically six months, as illegal
supply and demand find other places to meet (relapse effect). This is congruent with the conclusion drawn by Cammaerts,
Mansell, and Meng (2013), that “[t]argeting individual internet users is not likely to reverse the trend toward an online
sharing culture.” Subsequently, they stress the importance of independent evidence for copyright policy. This study on the
effect of blocking access to TPB at several points in time during the first year after the intervention adds to this literature and
body of evidence.

2.3. BitTorrent monitoring

There is a large body of research on monitoring BitTorrent and other peer-to-peer networks. Many studies are focused on
detecting monitors and escaping detection from these monitors. Piatek, Kohno, and Krishnamurthy (2008) describe a
reverse-engineering approach to BitTorrent monitoring by copyright holders attempting to identify infringing users. They
have found that this monitoring has become more systematic, yet not conclusive. In their experiments, they are able to
inject false information, which is then served with complaints about copyright infringement. Furthermore, blacklists used
by the BitTorrent community at the time were not effective in identifying these monitors.

Toro and Chothia (2009) wrote a BitTorrent monitor for examining the behaviour of peers participating in swarms. This
can then be used to classify peers heuristically, so that suspicious peers showing deviant behaviour can be identified and
thus be avoided.

Bauer, Mccoy, Grunwald, and Sicker (2009) note that passive monitors often produce false positives, and that active
monitoring of a BitTorrent swarm is much more effective. They have created a tool, BitStalker, which probes participating
peers, exchanges a block of data and then requests a peer exchange. This allows for monitoring a BitTorrent swarm in a way
that is robust against trackers providing false data and also verifies whether peers are actively participating. Jünemann,
Andelfinger, Dinger, and Hartenstein (2010) and Wolchok and Halderman (2010) monitor the Distributed Hash Table (DHT)
storage network. The BitMON tool created by Jünemann et al. monitor the participants in the DHT network, and allows
tracking their behaviour and the stability of the DHT network. Wolchok and Halderman instead crawl the DHT to discover
the stored torrent files but also identify peers downloading these files. This is an indirect way of identifying BitTorrent
participants.

Hoßfeld et al. (2010) use the test bed distributed by PlanetLab to monitor BitTorrent swarms, with the objective of
identifying how much the performance can be improved by adjusting the BitTorrent distribution protocol by leveraging
distance in the network in forming the overlay network. They show that it is possible for most swarms to identify almost all
of the participating IP addresses.

Kryczka, Cuevas, Guerrero, Azcorra, and Cuevas (2011) classify many different BitTorrent monitoring techniques: Portal,
tracker and peer crawling, but also a custom client/plugin. They identify the possibilities of these techniques and identify a
custom client/plugin as the best method for gathering information about peers. Chothia, Cova, Novakovic, and Toro (2013)
classify monitoring techniques as direct and indirect, equivalent to the active and passive techniques mentioned earlier.
They observe that both techniques are used to identify infringing peers.

3. Consumer survey

To study the effects of blocking access to TPB, two surveys were held among representative samples of the Dutch
population aged 16 years and older. Combining both surveys yields a multi-period measurement of reactions to blocking
access expected among individuals, and of their (self-reported) reaction after three, six and ten months (see Fig. 1).

J. Poort et al. / Telecommunications Policy 38 (2014) 383–392386
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3.1. Sample and response

Both surveys were conducted in the CentERpanel, a representative online household panel. In contrast to most
commercial panels, CentERpanel is not an access panel: households can only participate on invitation. The CentERpanel
recruits participants with the argument that they support scientific and societal research without commercial purposes.
Household selection is done through random sampling from Dutch address registers (probability sample), households
without internet access receive necessary devices and support from CentERdata. As such the panel is highly representative
on both observed and unobserved characteristics.2 The panel aims to keep participants attached on a permanent basis (since
1990), but some panel attrition renders periodic panel recruitment necessary. In fact, recruitments occurred between both
survey measurements, during which a wave of new participants were recruited and inactive members were dropped.

A total of 2009 people fully completed the first questionnaire, yielding a response rate of 64.4% (3118 members had been
invited). The second questionnaire revealed a response of 2422, a response rate of 78.4%. 1692 panel members (54.3% of the
first sample) participated in both surveys. The measurements are treated as two independent cross-sections in order to keep
the information of one-time participants. The first sample consists of 55% men, 38% have a college degree, 40% live in a
highly urbanised area. For the second sample the percentages are 53% men, 41% with a college degree, and 38% live in a
highly urbanised area. As file sharing differs strongly among age groups and young age groups are somewhat under-
represented, all data were weighted by age on seven different age groups.

3.2. Results

3.2.1. Market developments
The first measurement reveals that 27.8% of Dutch consumers purchased music in a physical format (CD, LP) in the

preceding six months (Table 1). For 63.1% buying physical music formats was longer than six months ago, whereas 9.1%
never did so. Overall, 51.7% obtained music from a legal source in the preceding half year: In a physical format (27.8%), as
paid download or streaming (14.2%), and/or as free download or streaming from a legal source (33.2%). Finally, 18.3%
downloaded music from an illegal source such as TPB in the preceding six months.

The second measurement shows that purchasing music in physical formats increased slightly (χ2¼11.8; p¼0.01; df¼3) to
30.4% in the preceding six months. This increase is unlikely to be caused by the blocking of TPB, given the fact that acquiring
music from illegal sources remained constant (χ2¼4.0; p¼0.26; df¼3). Paid downloading remained stable as well (p40.05),
whereas free downloading and streaming from a legal source decreased somewhat (χ2¼21.1; po0.001; df¼3).

Data on downloading and streaming for music, films and series, books, and games is provided in Table 2. Downloading
music from an illegal source is most common, closely followed by downloading films and series. The majority of Dutch
consumers has never downloaded any of the content types from an illegal source (58.7% in the second measurement).
Whereas downloading music was practically equal between both measurements (χ2¼4.0; p¼0.26; df¼3), downloading
films and series, games and books increased somewhat (pso0.0).

3.2.2. The effects of blocking access to The Pirate Bay
The self-reports of behavioural changes in reaction to blocking access to TPB by the two sets of ISPs are described in

Table 3.3 During the first measurement, subscribers to UPC, KPN, Tele2 and T-Mobile were not confronted with the blocking
yet and were asked about their expected reaction. More than half of the downloaders (56.1%) expected to keep their
downloading rate unchanged; 28.8% expected to decrease their downloading, either by downloading less (21.7%) or by
quitting completely (7.1%); 15.2% expected to download more.

After the blocking had become effective, consumers were asked about the actual impact of the blocking. The reported
behaviour three months after the blocking differed significantly from the expected change reported before the blocking
(χ2¼12.1; p¼0.007; df¼3): The percentage of downloaders that did not change their downloading behaviour was higher
(71.4%) than initially expected (56.1%). The percentage that stopped downloading was slightly higher than initially expected
(8.0% versus 7.1%), but the share of customers that downloaded less was substantially lower (14.9% vs. 21.7%). On the other
hand, fewer consumers increased downloading (5.7%) than they previously expected (15.2%).

There is no significant difference between the reported reaction three and six months after the blocking (χ2¼0.6;
p¼0.91; df¼3), nor between six and ten months after the blocking (χ2¼0.7; p¼0.87; df¼3). Thus, an immediate effect of
the blocking is found that is smaller than the expected effect prior to the blocking, and this effect does not change within
this time span. It is important to realise that the majority of customers was not affected by the blocking, simply because they
were no downloaders at the time of the blocking. Overall, 4–6% of all consumers have decreased their downloading.4

2 For representativeness figures, see: 〈http://www.centerdata.nl/en/about-centerdata/what-we-do/data-collection/centerpanel/centerpanel-
representativity-figures-may〉.

3 Because the focus is on the developments in these subsamples, unweighted observations of those who were downloaders at the time of the blocking
are used.

4 Approximately 25% of consumers downloaded from illegal sources in the preceding six months, of which 20–25% decreased downloading in reaction
to the blocking.
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Downloading from illegal sources has not decreased since the interventions. This is confirmed in Table 4. In fact, both for
UPC, KPN, Tele2 and T-Mobile (χ2¼43.6; po0.001; df¼6) and for Ziggo and XS4all (χ2¼942.8; po0.001; df¼6) the
percentage of consumers downloading in the preceding six months increased. For the former it increased from 15.7% just
before the blocking to 18.4% six months after. For the latter it increased from 22.5% three months to 25.2% ten months after

Table 1
Purchasing, downloading and streaming music.

Last time Physical format
(CD/LP) (1)

Downloading and streaming from a
legal source

Downloading
and streaming
from an illegal
source (4)

All channels
(1 to 4)

Total legal
(1 to 3)

Paid (2) Free (3)

May 2012 (N¼2009)
Past 6 months 27.8% 14.2% 33.2% 18.3% 53.6% 51.7%
6–12 months 12.2% 2.9% 3.3% 3.4% 9.4% 9.0%
4A year ago 50.9% 11.7% 11.6% 12.4% 30.6% 32.5%
Never 9.1% 71.2% 51.9% 65.9% 6.4% 6.7%

November–December 2012 (N¼2422)
Past 6 months 30.4% 14.8% 31.5% 18.2% 55.3% 53.3%
6–12 months 12.3% 3.5% 4.2% 3.5% 9.8% 9.7%
4A year ago 49.7% 12.6% 14.0% 13.7% 29.0% 30.9%
Never 7.7% 69.0% 50.4% 64.6% 5.9% 6.1%

Comparison between measurements:
χ2 11.8n 6.9 21.1n 4.0 4.7 5.7
(p-Value) (0.01) (0.07) (o0.001) (0.26) (0.20) (0.13)

n Significant change between measurements (po0.05).

Table 2
Downloading and streaming from illegal sources.

Music Films and
series

Books Games Total

May 2012 (N¼2009)
Past 6 months 18.3% 16.8% 5.1% 4.4% 24.0%
6–12 months 3.4% 1.5% 1.2% 1.9% 3.2%
4A year ago 12.4% 5.6% 2.3% 7.1% 12.0%
Never 65.9% 76.0% 91.4% 86.7% 60.8%

November–December 2012 (N¼2422)
Past 6 months 18.2% 17.8% 8.5% 6.4% 24.5%
6–12 months 3.5% 2.1% 1.7% 1.7% 3.4%
4A year ago 13.7% 8.2% 3.2% 8.7% 13.4%
Never 64.6% 72.0% 86.6% 83.2% 58.7%

Comparison between measurements:
χ2 4.0 41.6n 74.6n 34.7n 6.3
(p-Value) (0.26) (o0.001) (o0.001) (o0.001) (0.10)

n Significant change between measurements (po0.05).

Table 3
Reaction or expected reaction to blocking access to The Pirate Bay of customers downloading from illegal sources at the time of blocking (two
measurements, split sample).

UPC, KPN, Tele2 and T-Mobile
(expected reaction, t¼0)n

Ziggo and XS4ALL
(reaction t¼3)nn

UPC, KPN, Tele2 and
T-Mobile (reaction t¼6)n

Ziggo and XS4ALL
(reaction t¼10)nn

Stop 7.1% 8.0% 9.2% 8.4%
Less 21.7% 14.9% 14.5% 15.3%
Just as much 56.1% 71.4% 70.2% 71.8%
More 15.2% 5.7% 6.1% 4.6%
N 198 262 228 131

Comparison with previous measurement:
χ2 12.1 0.6 0.7
(p-Value) (0.05) (0.91) (0.87)

n Part of 1st measurement.
nn Part of 2nd measurement.
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the intervention. For both sets of ISPs, the percentage of customers downloading very recently (preceding week or month)
also increased. Thus, though a small share of downloaders reports a decrease in their downloading activities after the
blocking, this effect is not reflected in the overall numbers. A likely explanation is that there are also new consumers who
have started downloading from illegal sources, since the percentage of consumers that has never downloaded decreased
over the measurements.

4. BitTorrent monitoring

4.1. Monitoring tools used and torrent samples

The initial monitoring (April and May 2012) (Van der Ham et al., 2012) started as an ad hoc way to chart effects of the
first blocking, by Ziggo and XS4ALL, in order to come up with measurements shortly after this intervention (see Fig. 1).
A programmable interface of the popular Transmission client was used. By means of a script, a torrent magnet link was
added programmatically, and then every minute the list of peers the client was interacting with was requested and stored.
The default limit of peers to interact with was raised to 1024 (the maximum allowed) to record as many peers as possible.
This methodology recorded activity on several magnet links at different times during a few days.

The above method of recording peers yielded a list of IP addresses for each of the torrents. To convert this list to usable
information, first the Team Cymru IP-to-ASN mapping service (http://www.team-cymru.org/Services/ip-to-asn.html) was
used to record which ISP the IP address came from. This service has combined all the IP address registrations from the
Internet Registries. Unfortunately, the country data from these registries is not always accurate. Many ISPs also have IP
subnets registered as EU. To pin down the location further, the MaxMind Free GeoIP database was used (http://www.
maxmind.com/en/country). In cases of conflicting results, the latter was preferred.

In April 2012, 59 Dutch spoken or subtitled torrents were selected, which yielded a total of 12,942 Dutch peers. In May
2012, 19 Dutch spoken or subtitled torrents were selected which yielded 2566 Dutch peers.

The monitor described above is an active client, fromwhich data are exported. The methodology provides a valid insight
into the BitTorrent activity but could be improved on its effectiveness to record peer activity. Therefore, a new monitor was
designed from scratch for the third measurement using Python and the libtorrent library. This library (http://www.rasterbar.
com/products/libtorrent/) implements the BitTorrent protocol and is used in many popular BitTorrent clients. The new
monitor uses the library to appear as an active client but is configured such that it does not download or upload any content.
The monitor joins the torrent swarm and records activity, it requests a new set of peers from the tracker as often as allowed
and records all these IP addresses. The monitor does not exhibit any suspicious behaviour as defined by Toro and Chothia
(2009), because it only monitors a maximum of ten torrent swarms simultaneously and behaves like a regular client.

The above monitor is a stand-alone process, which submits all its recorded peers to a database server, where they are
stored and processed. Each peer record contains the IP address, the torrent it was recorded in, and the time it was recorded.
During February 2013, the server and three monitors ran at different locations on the Internet and recorded activity in ten
torrent swarms over a period of two weeks. After analysing the records with the Team Cymru IP-to-ASN mapping and
MaxMind GeoIP database, 98,807 Dutch peers were obtained from ten Dutch spoken or subtitled torrents. As such, the new
monitor proved to be much more effective than the former one.

4.2. Results

The Dutch peers were attributed to a total of 133 ISPs (108 of which recorded less than 50 peers over all measurements
combined). While the court rulings primarily affect only six ISPs, these account for over 90% of Dutch residential broadband
subscribers and of all Dutch peers recorded. Table 5 presents the percentage of Dutch peers for each ISP of interest for the
three consecutive measurements. Although differences in the distributions of peers are statistically significant, changes are

Table 4
Downloading and streaming from illegal sources per blocking situation (two measurements, split sample).

UPC, KPN, Tele2 and T-Mobile Ziggo and XS4ALL

No blocking, t¼0 Blocking, t¼6 Blocking, t¼3 Blocking, t¼10

Past 6 months 15.7% 18.4% 22.5% 25.2%
oweek 6.0% 8.1% 7.8% 11.3%
Week-month 3.7% 4.2% 6.8% 4.1%
1–3 months 3.7% 3.4% 6.0% 5.4%
3–6 months 2.3% 2.7% 1.9% 4.4%
6–12 months 2.8% 3.3% 3.0% 3.5%
4A year ago 9.5% 12.0% 13.2% 15.1%
Never 72.1% 66.4% 61.3% 56.3%
χ2 43.6 942.8
(p-value) o0.001 o0.001
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small, which implies limited effects of the intervention on BitTorrent file sharing. The percentage of peers associated with
the ISPs affected by the first ruling increased by 3.5%-point between April and May 2012 while the percentage affected with
the second ruling decreased by 1.8%-point. The changes were statistically significant (χ2¼15.7; po0.001; df¼2). Since the
second ruling was not yet enacted by that time, this increase cannot be the result of the aforementioned blocking effect. It is
more likely the result of an awareness effect on subscribers of the ISPs affected by the second ruling or of a relapse effect for
subscribers of Ziggo.

Between May 2012 and February 2013, the percentage of peers affected by the first ruling decreased, albeit not back to
the April 2012 level, while the percentage of peers affected by the second ruling decreased only slightly (χ2¼1075.8;
po0.001; df¼2). The latter indicates that the actual blocking effect adds little to the earlier awareness effect.

The status of the remaining smaller ISPs after the second ruling complicates this analysis. Some have also blocked access
to TPB at some point even though the rulings do not explicitly apply to them: they may want to avoid prosecution.
Moreover, the awareness effect may also occur for the subscribers of these ISPs. Hence, this group cannot be seen as a
completely untreated control group. This can be resolved by only comparing the ISPs addressed in either ruling and gives
similar results.

Finally, changes in ISPs0 market share for residential broadband between the three measurements could influence the
outcomes. To control for such market dynamics, the second half of Table 5 give the relevant residential broadband market
shares as well as total market size. Combining this with the distribution of Dutch peers, a metric can be developed for the
file sharing propensity of subscribers per ISP as: share of total peers/share in broadband market. For the entire market, this
propensity is 1 by definition, but it differs between ISP according to the socio-demographic composition of their client base.
Changes over the short time frame studied are most likely related to the court rulings. For the ISPs in ruling 1, the pattern for
this metric is identical to that for the percentage of Dutch peers. For the ISP in ruling 2, the decrease between the last two
measurements is negligible, despite the blocking that was ordered in between. This suggests that the awareness effect
dominates any blocking effect.

5. Conclusions and recommendations

Following rulings from a Dutch court, the major Dutch Internet Service Providers have blocked access to The Pirate Bay
(TPB) since February/May 2012, and more than 85% of Dutch Internet subscribers can no longer (directly) access this popular
website facilitating the unauthorised exchange of copyright protected material. This study contributes to the emerging
literature on the effectiveness of online copyright enforcement by measuring the effects of these interventions on

Table 5
Distribution of peers amongst ISPs affected by the 1st or 2nd ruling.

ISP April 2012 May 2012 February 2013

Total Dutch peers 12,942 2566 98,807

Ruling 1: blocking since 1-2-2012 29.7% 33.2% 31.7%
Ziggo 27.6% 31.5% 29.3%
XS4ALL 2.1% 1.7% 2.4%

Ruling 2: blocking since 24-5-2012 63.9% 61.1% 60.3%
KPN 29.2% 25.9% 30.3%
UPC 21.8% 23.9% 19.1%
Tele2 7.2% 6.3% 5.9%
T-Mobile 5.7% 5.0% 5.0%

Other Dutch ISPs 6.4% 5.7% 8.1%

Comparison with previous measurement:
χ2 (df¼2) 15.7 1075.8
(p-Value) (o0.001) (o0.001)

Total peers ISPs of interest 12,118 2420 90,852
% Of all Dutch peers 93.6% 94.3% 91.9%

Total residential broadband
subsciptions (million)

6.47 6.48 6.61

Market shares:
Ziggo 26.3% 26.4% 26.6%
XS4ALL 3.7% 3.7% 3.5%
KPN 37.0% 37.0% 37.4%
UPC 15.3% 15.3% 15.6%
Tele2 6.6% 6.6% 5.9%
T-Mobile 4.4% 4.3% 4.1%

File sharing propensity IPSs Ruling 1 0.99 1.11 1.05
File sharing propensity IPSs Ruling 2 1.01 0.97 0.96

Note: Figures on market shares for residential broadband based on linear interpolation of Albrecht (2013). For consistency, all figures for KPN include 1.8%
market share estimate of fibre subsidiaries taken over in Q4 2012.
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downloading from illegal sources, possibly in favour of legal channels. Two complementary empirical methods (yielding five
measurements) for assessing the effects of this intervention on downloading from illegal sources are presented in the paper.
No strong indications are found for any structural effects.

Two consecutive consumer surveys provide insight into consumers0 reactions to the intervention after three, six and ten
months, as well as the reaction they expect shortly before blocking. The intervention can only affect consumers who
download or intend to download from illegal sources, 27–28% over the past year. For this segment of the population, it is
found that a large majority (70–72%) is non-responsive to blocking access to TPB. This is significantly more than consumers
expect prior to the blocking. About half of those who report a response to the intervention state they download less, while a
third state they stopped downloading altogether. The rest claim to download more as a result of the intervention.

This would suggest a small negative blocking effect of the intervention on the percentage of the population downloading
from illegal sources. However, no such effect is found. Instead, the percentage downloading films & series, games and books
from illegal sources in the preceding six months increased between May and November/December 2012, while down-
loading music from illegal sources remained constant. This implies that any behavioural change in response to blocking
access to TPB has had no lasting net impact on the overall number of downloaders from illegal sources, as new consumers
have started downloading from illegal sources and people learn to circumvent the blocking while new illegal sources may be
launched, causing file sharing to increase again (relapse effect).

These findings are corroborated by the second, complementary method presented: BitTorrent monitoring. BitTorrent
monitoring measures observed rather than reported behaviour, but with the short-coming that it cannot observe consumers
circumventing the blocking by downloading via VPN connections or from newsgroups and cyberlockers. BitTorrent
monitoring reveals only small changes in the distribution of Dutch peers over the different ISPs for the three measurements,
which implies very limited effects of the intervention on BitTorrent file sharing.

For the small changes observed, it is not fully possible to disentangle the different and opposing effects of the blocking
itself, awareness of the intervention, conversion to legal alternatives induced by the blocking, and a relapse as a result of
circumvention or the launch of new file sharing platforms. The fact that consumers report a significantly smaller response to
the intervention than they expect in advance, indicates that the awareness effect wears off quickly. Furthermore, the increase
between the two surveys of the percentage of ISP subscribers admitting to having downloaded from illegal sources in the
preceding period indicate a relapse effect: After a small initial awareness or blocking effect, the market moves back towards
the earlier equilibrium, with no or only very small structural effects.

These results are in line with a tendency found in the literature that any effects of legal action against file sharing often
fade out after a period of typically six months, as the initial awareness effect wears off and illegal supply and demand find
other places to meet. Probably, the required ICT knowledge to circumvent the blocking is no more advanced than the
knowledge required to download from illegal sources. Hence, targeting individual file sharers and blocking access to file
sharing platforms seem relatively ineffective to reduce unauthorised file sharing, while such measures bear a risk of
alienating customers from the content industries and giving them incentives to adopt covert technologies such as dark nets,
IP-spoofing and VPN. These interventions also threaten the transparency of the Internet, effectively introducing censorship.
In France, such considerations as well as the costs of enforcement have led the government to temper the HADOPI-sanctions
(see Cammaerts et al., 2013 for a brief discussion).

Since there are no indications for structural effects of the interventions, it is unlikely that the increased use of legal
channels and decrease in file sharing observed for music over a longer time span of four years (Poort & Leenheer, 2012) can
be attributed to the intervention (conversion effect). If that were the case, a similar pattern would be expected for films and
series, and books, while the opposite is found. A more likely explanation is the development of successful and
comprehensive legal business models for downloading and streaming music. Therefore, policy makers and the content
industry had best focus on removing any legal or practical obstacles for comprehensive and attractive legal online models,
not only for music but also for films, series and books, instead of combating unauthorised file sharing. Researchers could
support this by studying the dynamics between the adequacy of legal supply and file sharing.
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