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Abstract	
  

Since	
  the	
  creation	
  of	
  Napster	
  back	
  in	
  the	
  late	
  1990s	
  for	
  the	
  sharing	
  and	
  distribution	
  of	
  MP3	
  
files	
   across	
   the	
   Internet,	
   the	
   entertainment	
   industry	
   has	
   struggled	
   to	
   deal	
   with	
   the	
  
regulation	
   of	
   information	
   sharing	
   at	
   large.	
   Added	
   to	
   the	
   ethical	
   questions	
   of	
   censorship	
  
and	
   distributive	
   justice	
   are	
   questions	
   related	
   to	
   the	
   use	
   of	
   data	
   collected	
   from	
   such	
   file	
  
sharing	
  sites	
  for	
  research	
  purposes.	
  In	
  this	
  paper,	
  the	
  authors	
  develop	
  a	
  novel	
  approach	
  for	
  
the	
   ethical	
   analysis	
   of	
   data	
   collected	
   from	
   an	
   online	
   file-­‐sharing	
   site	
   known	
   as	
  
ThePirateBay	
   (TPB).	
   The	
   approach	
   is	
   based	
   on	
   previous	
  work	
   analysing	
   the	
   use	
   of	
   data	
  
from	
   online	
   social	
   networking	
   sites	
   and	
   involves	
   value	
   analysis	
   of	
   the	
   collection	
   of	
   data	
  
throughout	
   the	
   data’s	
   various	
   life	
   cycles.	
   This	
   paper	
   also	
   highlights	
   the	
   difficulties	
   faced	
  
when	
   attempting	
   to	
   apply	
   a	
   deontological	
   or	
   utilitarian	
   approach	
   to	
   cases	
   like	
   the	
   one	
  
used	
   here.	
  With	
   this	
   in	
  mind	
   we	
   point	
   to	
   a	
   virtue	
   ethics	
   approach	
   as	
   a	
   way	
   to	
   address	
  
ethical	
   issues	
   related	
   to	
   data	
   sharing	
   in	
   the	
   face	
   of	
   ever	
   changing	
   data	
   gathering	
   and	
  
sharing	
  practices.	
   It	
  has	
  been	
  argued	
  that	
  although	
  RRI	
   is	
  a	
  popular	
  phrase	
   in	
  European	
  
policy	
  (e.g.	
  Horizon	
  2020)	
  there	
  is	
  little	
  agreement	
  on	
  the	
  definition	
  of	
  the	
  concept	
  and	
  the	
  
manner	
   in	
  which	
   it	
   is	
   realized.	
  This	
  work	
   is	
   intended	
   to	
  provide	
  a	
  concrete	
  approach	
   for	
  
RRI	
  in	
  ICT,	
  specifically	
  for	
  data	
  sharing	
  practices.	
  	
  

Introduction	
  	
  
Since	
  the	
  creation	
  of	
  Napster	
  back	
  in	
  the	
  late	
  1990s	
  for	
  the	
  sharing	
  and	
  distribution	
  

of	
  MP3	
  files	
  across	
  the	
  Internet,	
   the	
  entertainment	
   industry	
  has	
  struggled	
  to	
  deal	
  with	
  
the	
  regulation	
  of	
  information	
  sharing	
  at	
  large.	
  From	
  an	
  ethics	
  perspective,	
  the	
  practice	
  of	
  
file	
   sharing	
   over	
   the	
   internet	
   presents	
   an	
   interesting	
   value	
   conflict	
   between	
   the	
  
protection	
  of	
  intellectual	
  property	
  on	
  the	
  one	
  hand	
  (Von	
  Lohmann,	
  2003),	
  and	
  fairness,	
  
or	
   distributive	
   justice,	
   on	
   the	
   other	
   (DeVoss	
   and	
   Porter,	
   2006).	
   On	
   the	
   one	
   hand,	
   the	
  
entertainment	
   industry	
  wishes	
   to	
   uphold	
   their	
   exclusive	
   copyrights	
   of	
   the	
   content,	
   to	
  
maintain	
  their	
  business	
  model	
  and	
  their	
  distribution	
  methods.	
  On	
  the	
  other	
  hand,	
  users	
  
are	
   demanding	
   easy	
   access	
   to	
  music,	
   television	
   and	
  movie	
   files,	
   and	
  will	
   resort	
   to	
   file	
  
sharing	
  when	
  it	
   is	
  not	
  available	
  at	
  a	
  fair	
  price,	
  or	
  at	
  all.	
  Added	
  to	
  these	
  kinds	
  of	
  ethical	
  
questions	
  are	
  those	
  related	
  to	
   the	
  use	
  of	
  data	
  collected	
   from	
  such	
   file	
  sharing	
  sites	
   for	
  
research	
  purposes,	
  academic	
  or	
  otherwise.	
  Corresponding	
  to	
  the	
  initiative	
  of	
  responsible	
  
research	
  and	
  innovation	
  (RRI)	
  in	
  ICT,	
  this	
  paper	
  aims	
  to	
  explore	
  ethical	
  issues	
  in	
  the	
  use	
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of	
   data	
   collected	
   from	
  monitoring	
   online	
   file	
   sharing.	
   To	
   do	
   so	
   the	
   authors	
   develop	
   a	
  
novel	
  approach	
  for	
  the	
  ethical	
  analysis	
  of	
  data	
  collected	
  from	
  an	
  online	
  file-­‐sharing	
  site	
  
known	
  as	
  ThePirateBay	
  (TPB).	
  

The	
   technical	
   researcher	
   of	
   this	
   paper	
  was	
   approached	
   by	
   the	
   ISOC-­‐NL	
  working-­‐
group	
  on	
  Internet	
  transparency	
  to	
  assist	
  in	
  proving	
  that	
  the	
  ban	
  on	
  TPB	
  was	
  not	
  working	
  
and	
  further	
  to	
  show	
  that	
  residents	
  of	
  the	
  Netherlands	
  were	
  still	
  accessing	
  it	
  (Poort	
  et	
  al,	
  
2014).	
  In	
  order	
  to	
  accomplish	
  this,	
  the	
  researchers	
  created	
  a	
  tool	
  for	
  observing	
  the	
  peer-­‐
to-­‐peer	
   file	
   sharing	
  behaviour	
  of	
  users	
  on	
  TPB.	
  The	
   researchers	
  were	
  able	
   to	
   collect	
   a	
  
great	
  deal	
  of	
  information	
  pertaining	
  to	
  individual	
  users.	
  The	
  researchers	
  approached	
  the	
  
ethicist	
  of	
  this	
  paper	
  to	
  assist	
  them	
  in	
  understanding	
  if	
  they	
  were	
  right	
  in	
  creating	
  such	
  a	
  
tool	
   and	
   if	
   they	
   are	
   allowed	
   to	
   share	
   any	
   of	
   the	
   data	
   collected	
   as	
   a	
   result	
   of	
   their	
  
methods.	
  

The	
  aim	
  of	
   this	
  paper	
   is	
   two-­‐fold:	
  1.	
   to	
  conduct	
  a	
   retrospective	
  ethical	
  analysis	
  of	
  
the	
  collection	
  and	
  use	
  of	
  data	
  obtained	
  through	
  monitoring	
  online	
  file	
  sharing,	
  and	
  2.	
  to	
  
explore	
   the	
   role	
   and	
   utility	
   of	
   ad-­‐hoc	
   ethics	
   advice	
   as	
   a	
   means	
   for	
   promoting	
   future	
  
developments	
  in	
  RRI.	
  Both	
  goals	
  use	
  the	
  example	
  of	
  this	
  TPB	
  research	
  as	
  a	
  case	
  study	
  for	
  
analysis.	
  We	
  begin	
  by	
  providing	
  details	
  about	
  the	
  kind	
  of	
  ethical	
  analysis	
  we	
  engaged	
  in	
  
and	
  we	
  continue	
  on	
  to	
  explain	
  the	
  technical	
  details	
  of	
  TPB	
  case	
  study	
  while	
  analyzing	
  it.	
  
Although	
  it	
  is	
  possible	
  to	
  question	
  the	
  utility	
  of	
  an	
  ad-­‐hoc	
  ethical	
  analysis	
  of	
  this	
  kind,	
  we	
  
believe	
   the	
   methods	
   and	
   the	
   findings	
   to	
   be	
   of	
   significant	
   use	
   for	
   future	
   researchers	
  
interested	
  in	
  ethics	
  as	
  it	
  pertains	
  to:	
  the	
  use	
  of	
  data	
  from	
  online	
  social	
  networking	
  sites,	
  
computer	
   security	
   research,	
   and	
   data	
   sharing	
   practices	
   in	
   general.	
  We	
   conclude	
   with	
  
suggestions	
  and	
  guidelines	
  for	
  future	
  data	
  sharing	
  practices	
  in	
  ICT	
  RRI.	
  	
  

1	
  A	
  Framework	
  for	
  Ethical	
  Evaluation	
  	
  
To	
  begin	
  our	
  assessment	
  of	
  the	
  ethical	
  issues	
  as	
  they	
  relate	
  to	
  the	
  collection	
  and	
  use	
  

of	
  data	
  we	
  will	
  use	
  the	
  framework	
  developed	
  by	
  van	
  Wynsberghe,	
  Been	
  and	
  van	
  Keulen	
  
(2013)	
   for	
   the	
   ethical	
   analysis	
   of	
   the	
   collection	
   of	
   data	
   from	
  online	
   social	
   networking	
  
sites.	
  In	
  so	
  doing	
  we	
  do	
  not	
  wish	
  to	
  argue	
  that	
  TPB	
  website	
  resembles	
  an	
  online	
  social	
  
networking	
   site	
   like	
   Facebook	
   or	
   Twitter	
  where	
   all	
   individuals	
   are	
   cognizant	
   of	
   their	
  
choice	
   to	
   share	
  personally	
   identifiable	
   information.	
  Rather,	
  we	
  aim	
   to	
  show	
  that	
   there	
  
are	
  certain	
  similarities	
  in	
  the	
  type	
  of	
  ethical	
  questions	
  asked	
  when	
  data	
  is	
  extracted	
  from	
  
an	
  online	
  site	
  in	
  which	
  personally	
  identifiable	
  information	
  is	
  shared.	
  

The	
   framework	
   entails	
   an	
   analysis	
   of	
   decision	
   variables	
   and	
   choices	
   of	
   the	
  
researcher	
   rather	
   than	
   a	
   study	
   of	
   the	
   ethical	
   intentions	
   (Chen,	
   Y-­‐C	
   et	
   al.	
   2008)	
   or	
  
decision-­‐making	
   choices	
  of	
   file	
   sharers	
   (Shang,	
  R-­‐A,	
  2008).	
  The	
   framework	
   consists	
  of	
  
four	
  components:	
  1.	
  the	
  context	
  of	
  use	
  and	
  the	
  privacy	
  concerns	
  for	
  this	
  context;	
  2.	
  the	
  
type	
  and	
  method	
  of	
  data	
  collection;	
  3.	
  the	
  intended	
  use	
  of	
  information	
  and	
  the	
  amount	
  of	
  
information	
  collected;	
  4.	
  analysis	
  of	
  values.	
  The	
  ethical	
  analysis	
  to	
  come	
  in	
  the	
  following	
  
sections	
  entails	
  a	
  description	
  of	
  the	
  technical	
  details	
  of	
  the	
  case	
  study	
  according	
  to	
  the	
  
above	
  components	
  while	
  at	
  the	
  same	
  time	
  engaging	
  in	
  value	
  analysis.	
  	
  

To	
   give	
   a	
   short	
   word	
   on	
   value	
   analysis,	
   we	
   take	
   here	
   the	
   starting	
   point	
   of	
   the	
  
embedded	
  values	
  approach	
  (Nissenbaum	
  2001;	
  Friendman,	
  1996)	
  that	
  claims	
  there	
  are	
  
values	
   embedded	
   into	
   a	
   technology	
   so	
   that	
   when	
   the	
   technology	
   is	
   used	
   the	
   value	
   is	
  
made	
  real.	
  The	
  value	
  is	
  then	
  a	
  consequence	
  of	
  using	
  the	
  technology.	
  With	
  this	
  in	
  mind	
  it	
  
is	
  suggested	
  that	
  technologies	
  can	
  and	
  should	
  be	
  made	
  to	
  intentionally	
  realize	
  desirable	
  
values	
   while	
   minimizing	
   undesirable	
   consequences	
   (ibid).	
   This	
   conclusion	
   assumes	
   a	
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prospective	
   approach	
   to	
   technology	
   design	
   and	
   in	
   this	
   instance	
  we	
   are	
   engaging	
   in	
   a	
  
retrospective	
   ethical	
   appraisal.	
   As	
   such	
  we	
  will	
   focus	
   on	
   the	
   values	
   embedded	
   in	
   this	
  
work	
  and	
  whether	
  or	
  not	
  the	
  intended	
  values	
  of	
  the	
  researchers	
  were	
  in	
  fact	
  realized	
  in	
  
the	
  methods	
  used.	
  	
  

The	
  first	
  step	
  in	
  this	
  type	
  of	
  value	
  analysis	
  (van	
  Wynsberghe	
  and	
  Robbins	
  2013)	
  is	
  
to	
  make	
   the	
   implicit	
   values	
   intended	
  by	
   the	
   engineers	
   explicit.	
   By	
  making	
   explicit	
   the	
  
intended	
   values	
   it	
   is	
   possible	
   to	
   do	
   a	
   variety	
   of	
   things:	
   i.	
   scrutinize	
   these	
   values,	
   ii.	
  
uncover	
  any	
  value	
  trade-­‐offs,	
  iii.	
  compare	
  these	
  values	
  with	
  the	
  ethics	
  literature	
  and	
  iv.	
  
question	
  whether	
  or	
  not	
   these	
  values	
  were	
   in	
   fact	
   realized	
   in	
   the	
   final	
  outcome	
  of	
   the	
  
research	
   case	
   study.	
   The	
   following	
   sections	
   will	
   do	
   just	
   that	
   and	
   will	
   conclude	
   with	
  
overall	
  recommendations	
  for	
  future	
  ethical	
  analyses	
  of	
  data	
  sharing	
  practices.	
  

2	
  The	
  Project:	
  the	
  case	
  of	
  The	
  Pirate	
  Bay	
  
In	
  order	
   for	
   the	
   reader	
   to	
   follow	
   the	
   line	
  of	
   thought	
   in	
   the	
   following	
   sections	
  we	
  

would	
  first	
  like	
  to	
  say	
  a	
  few	
  words	
  on	
  the	
  overall	
  research	
  methodology	
  and	
  why	
  it	
  was	
  
initiated.	
  The	
  study	
  is	
  related	
  to	
  the	
  PirateBay	
  (TPB),	
  which	
  is	
  a	
  website	
  that	
  facilitates	
  
the	
  sharing	
  of	
  entertainment	
  files	
  like	
  movies,	
  songs,	
  television	
  programs	
  etc.	
  Users	
  can	
  
have	
  access	
  to	
  this	
  material	
  for	
  free	
  when	
  using	
  links	
  from	
  such	
  a	
  website.	
  This	
  presents	
  
a	
   problem	
   for	
   the	
   entertainment	
   industry	
   whose	
   revenues	
   come	
   from	
   paying	
  
consumers/citizens.	
   In	
   different	
   countries	
   the	
   entertainment-­‐industry	
   lobbying	
  
organizations	
   are	
   taking	
   different	
   approaches	
   to	
   combat	
   this	
   issue.	
   For	
   a	
   variety	
   of	
  
European	
  countries,	
  access	
  to	
  TPB	
  is	
  blocked	
  but	
  users	
  are	
  finding	
  ways	
  around	
  this.	
  	
  

In	
   the	
   Netherlands,	
   the	
   entertainment	
   industry	
   successfully	
   won	
   a	
   court	
   case	
   in	
  
2009	
   against	
   TPB	
   forcing	
   them	
   to	
   block	
   users	
   from	
   the	
   Netherlands.	
   The	
   website,	
  
however,	
  has	
  not	
  recognized	
   the	
  ruling	
  and	
  has	
  not	
   taken	
  action	
   to	
  block	
  any	
  users	
   in	
  
the	
  Netherlands	
  from	
  accessing	
  the	
  site.	
  By	
  2012,	
  BREIN	
  sued	
  Internet	
  Service	
  Providers	
  
(ISPs)	
   to	
   implement	
   a	
   blockade	
   for	
   TPB.	
   At	
   first	
   it	
   was	
   only	
   for	
   two	
   ISPs	
   (Ziggo	
   and	
  
XS4ALL),	
   but	
   a	
   few	
   months	
   later	
   most	
   of	
   the	
   remaining	
   ISPs	
   were	
   included.	
   This	
  
situation	
  provided	
  a	
  unique	
  opportunity	
  to	
  study	
  the	
  effects	
  of	
  a	
  website	
  blockade	
  on	
  the	
  
file	
  sharing	
  behavior	
  of	
  consumers.	
  To	
   that	
  end,	
  van	
  der	
  Ham	
  et	
  al.	
   (2012;	
  Poort	
  et	
  al.	
  
2013)	
   began	
   to	
  measure	
   whether	
   preventing	
   access	
   to	
   these	
   sources	
   of	
   links	
   had	
   an	
  
impact	
  on	
  file	
  sharing	
  behavior	
  of	
  users	
  in	
  the	
  Netherlands.	
  The	
  hypothesis	
  was	
  formed	
  
that	
  if	
  the	
  blockade	
  of	
  the	
  TPB	
  website	
  was	
  effective,	
  then	
  there	
  would	
  be	
  a	
  significant	
  
difference	
  in	
  BitTorrent	
  users	
  of	
  TPB	
  files	
  before	
  and	
  after	
  a	
  new	
  blockade.	
  

2.1	
  The	
  Context	
  of	
  the	
  Swarm	
  and	
  the	
  meaning	
  of	
  Privacy	
  	
  

The	
   significance	
   of	
   the	
   context	
   from	
   which	
   information	
   or	
   data	
   is	
   collected	
   has	
  
been	
  stressed	
  by	
  computer	
  ethicist	
  Helen	
  Nissenbaum	
  as	
  a	
   foundational	
  component	
  to	
  
the	
   ethical	
   analysis	
   (2009).	
   The	
   context	
   from	
   which	
   data	
   is	
   collected	
   or	
   in	
   which	
  
research	
  is	
  conducted	
  is	
  important	
  for	
  a	
  variety	
  of	
  reasons:	
  1.	
  it	
  is	
  directly	
  related	
  to	
  how	
  
the	
  value	
  of	
  privacy	
  is	
  conceptualized	
  and	
  prioritized	
  and	
  2.	
  it	
  is	
  directly	
  related	
  to	
  the	
  
kind	
  and	
  amount	
  of	
  information	
  that	
  can	
  be	
  collected,	
  to	
  name	
  a	
  few	
  (van	
  Wynsberghe	
  et	
  
al	
   2013;	
   van	
   Wynsberghe	
   and	
   Robbins	
   2013).	
   For	
   these	
   reasons	
   it	
   is	
   important	
   to	
  
discuss	
  the	
  context	
  in	
  which	
  the	
  research	
  is	
  taking	
  place,	
  or	
  from	
  which	
  the	
  data	
  is	
  being	
  
collected,	
  in	
  terms	
  of	
  the	
  concept	
  of	
  privacy	
  as	
  it	
  relates	
  to	
  the	
  data	
  acquired.	
  

The	
  context	
  of	
  the	
  research	
  we	
  are	
  discussing	
  here	
  is	
  The	
  PirateBay	
  website	
  which	
  
facilitates	
  peer-­‐to-­‐peer	
  file-­‐sharing.	
  To	
  give	
  some	
  background	
  here	
  we	
  will	
  first	
  describe	
  
the	
   file-­‐sharing	
   mechanism:	
   BitTorrent.	
   BitTorrent	
   is	
   a	
   peer-­‐to-­‐peer	
   file-­‐sharing	
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protocol.	
   Users	
   of	
   a	
   BitTorrent	
   client,	
   ‘peers’,	
   collaborate	
   in	
   distributing	
   a	
   file	
   to	
   each	
  
other.	
  To	
  distribute	
  a	
  set	
  of	
  files	
  a	
  ‘torrent’	
  file	
  is	
  created,	
  which	
  provides	
  some	
  metadata	
  
necessary	
  to	
  be	
  able	
  to	
  exchange	
  the	
  file.	
  This	
  torrent	
  file	
  or	
  a	
  special	
  link,	
  ‘magnet-­‐link’,	
  
to	
  that	
  file	
  is	
  published	
  in	
  some	
  way,	
  for	
  example	
  on	
  the	
  TPB	
  website,	
  where	
  other	
  users	
  
can	
   download	
   it.	
   Using	
   a	
   BitTorrent	
   client,	
   the	
   user	
   loads	
   the	
   torrent	
   file	
   (directly	
   or	
  
using	
   the	
  magnet	
   link),	
   and	
   then	
   finds	
   peers	
  who	
   are	
   also	
   downloading	
   those	
   sets	
   of	
  
files,	
  together	
  forming	
  a	
  ‘swarm’.	
  	
  The	
  peers	
  cooperate	
  in	
  the	
  swarm	
  until	
  they	
  have	
  the	
  
complete	
   content,	
   and	
   preferably	
   longer	
   to	
   help	
   others	
   get	
   the	
   content.	
   For	
   more	
  
information	
  see	
  Cohen	
  (2003).	
  

A	
   user	
   goes	
   to	
   TPB	
   to	
   discover	
   content,	
   once	
   the	
   user	
   clicks	
   on	
   the	
   link,	
   she/he	
  
joins	
  the	
  swarm.	
  Note	
  that	
  the	
  swarm	
  does	
  not	
  include	
  TPB	
  itself.	
  With	
  this	
  in	
  mind	
  it	
  is	
  
important	
  to	
  consider	
  the	
  concept	
  of	
  privacy	
  as	
  it	
  relates	
  to	
  the	
  swarm	
  rather	
  than	
  to	
  the	
  
online	
   site	
   of	
   TPB.	
   Keep	
   in	
   mind,	
   however,	
   that	
   it	
   was	
   TPB	
   that	
   allowed	
   the	
   user	
   to	
  
access	
  the	
  swarm	
  in	
  the	
  first	
  place.	
  	
  

When	
  discussing	
  the	
  value	
  of	
  privacy,	
  traditionally	
  it	
  refers	
  to	
  restricting	
  access	
  to	
  
certain	
   personally	
   identifiable	
   information	
   about	
   a	
   user.	
   Such	
   information	
  might	
   be	
   a	
  
users’	
   IP	
   address	
   or	
   geographic	
   location.	
  What	
   proves	
   to	
   be	
  most	
   interesting	
   for	
   this	
  
context	
  is	
  that	
  in	
  order	
  for	
  the	
  swarm	
  to	
  work	
  (i.e.	
  for	
  something	
  to	
  be	
  downloaded)	
  the	
  
aggregate	
   of	
   computers	
   making	
   up	
   the	
   swarm	
  must	
   share	
   information	
   amongst	
   each	
  
other.	
   This	
   information	
   contains,	
   but	
   is	
   not	
   limited	
   to,	
   IP	
   address	
   (note	
   that	
   in	
   the	
  
Netherlands	
   IP	
   address	
   is	
   considered	
   personally	
   identifiable	
   information).	
   Thus,	
   in	
  
order	
   for	
   the	
   content	
   to	
   be	
   shared	
   accurately,	
   the	
   IP	
   address	
   must	
   be	
   shared.	
  
Consequently,	
  in	
  a	
  context	
  like	
  this	
  there	
  can	
  be	
  little	
  to	
  no	
  expectation	
  that	
  information	
  
like	
  IP	
  address	
  will	
  be	
  kept	
  private	
  from	
  the	
  other	
  computers/users	
  in	
  the	
  swarm.	
  

That	
  being	
  said,	
  one	
  cannot	
  conclude	
  from	
  this	
  that	
  such	
  information	
  can	
  then	
  be	
  
extracted	
  and	
  used	
  for	
  other	
  purposes.	
  That	
  would	
  qualify	
  as	
  an	
  unauthorized	
  secondary	
  
use	
  of	
   the	
   information:	
  a	
  privacy	
  violation	
  (Zimmer	
  2010;	
  Smith	
  et	
  al	
  1996).	
  Thus,	
   the	
  
issue	
  of	
  privacy	
   in	
   this	
  context	
   (i.e.	
   the	
  swarm)	
   is	
  quite	
  problematic	
   in	
   that	
  personally	
  
identifiable	
   information	
   such	
   as	
   IP	
   address	
   must	
   be	
   shared	
   amongst	
   users	
   but	
   this	
  
information	
  can	
  only	
  be	
  shared	
  for	
  the	
  purposes	
  of	
  uploading	
  and	
  downloading	
  content.	
  	
  

To	
   complicate	
   things	
   further	
   the	
   very	
   act	
   of	
   sharing	
   content	
   is	
   illegal	
   in	
   many	
  
countries	
  and	
  thus	
  having	
  access	
  to	
  who	
  is	
  engaged	
  in	
  such	
  activities	
  is	
  information	
  that	
  
is	
   very	
   useful	
   for	
   many	
   stakeholders	
   who	
   wish	
   to	
   bring	
   charges	
   against	
   those	
   who	
  
engage	
   in	
   such	
   practices.	
   This	
   brings	
   into	
   light	
   the	
   relationship	
   that	
   this	
   discussion	
  
shares	
   with	
   the	
   discussion	
   of	
   copyright	
   law	
   vs.	
   distributive	
   justice	
   as	
   it	
   relates	
   to	
  
entertainment	
  content.	
  In	
  other	
  words,	
  if	
  you	
  see	
  the	
  swarm	
  as	
  doing	
  something	
  wrong	
  
are	
  you	
  allowed	
  to	
  use	
  the	
  information	
  from	
  the	
  swarm	
  to	
  make	
  it	
  right?	
  	
  

2.2	
  Method	
  and	
  Amount	
  of	
  Data	
  Collected	
  

From	
   an	
   ethics	
   perspective,	
   an	
   understanding	
   of	
   the	
   methods	
   used	
   for	
   data	
  
collection	
  and	
   the	
  amount	
  of	
   information	
  collected,	
  are	
   important	
  components	
  as	
   they	
  
relate	
   to	
   the	
   concept	
   of	
   privacy	
   but	
   also	
   as	
   they	
   relate	
   to	
   other	
   values	
   like	
   fairness	
  
and/or	
  transparency.	
  When	
  “extensive	
  amounts	
  of	
  personally	
  identifiable	
  data	
  are	
  being	
  
collected	
  and	
  stored	
  in	
  databases”	
  (Smith	
  et	
  al	
  1996	
  pg	
  172)	
  this	
  can	
  constitute	
  a	
  privacy	
  
violation.	
   These	
   extensive	
   amounts	
   can	
   refer	
   to	
   data	
   maximisation	
   –	
   when	
   you	
   take	
  
more	
   than	
  what	
  you	
  need	
  –	
  and	
  are	
  balanced	
  with	
   the	
   cocept	
  of	
  data	
  accountability	
  –	
  
when	
   you	
   take	
   what	
   you	
   need	
   and	
   give	
   up	
   what	
   you	
   don’t	
   need.	
   Additionally,	
   when	
  
information	
   is	
   collected	
   using	
   methods	
   that	
   do	
   not	
   seek	
   consent,	
   one	
   must	
   consider	
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threats	
  to	
  privacy	
  but	
  must	
  also	
  consider	
  the	
  value	
  (or	
  lack	
  thereof)	
  of	
  transparency	
  in	
  
the	
  overall	
  research	
  approach/methods.	
  	
  

The	
   tool	
   the	
   researchers	
   created	
   and	
   used	
   for	
   monitoring,	
   “Threepwood”,	
   was	
  
developed	
   using	
   an	
   existing	
   library,	
   which	
   implemented	
   the	
   BitTorrent	
   protocol	
  
(Nordberg	
  2011).	
  The	
  advantage	
  of	
  this	
  library	
  was	
  that	
  the	
  monitor	
  would	
  not	
  actively	
  
participate	
  in	
  sharing	
  and	
  downloading	
  content.	
  Thus,	
  the	
  researchers	
  were	
  not	
  engaged	
  
in	
  any	
   illegal	
  activity	
  while	
  collecting	
   information.	
  Furthermore,	
  Threepwood	
  could	
  be	
  
implemented	
   in	
   a	
   distributed	
   fashion,	
   using	
   three	
   different	
   vantage	
   points,	
   while	
  
submitting	
   results	
   to	
   a	
   central	
   server.	
   This	
   was	
   done	
   to	
   rule	
   out	
   a	
   possible	
   bias	
   that	
  
might	
   result	
   from	
   looking	
   at	
   the	
   swarm	
   from	
   one	
   vantage	
   point.	
   This	
   also	
   made	
   it	
  
feasible	
  to	
  run	
  Threepwood	
  over	
  longer	
  periods	
  of	
  time,	
  without	
  attracting	
  unwarranted	
  
attention.	
  Longer	
  periods	
  of	
   time	
  for	
  monitoring	
  helped	
  to	
  ensure	
  accuracy.	
  To	
  ensure	
  
that	
   the	
  monitoring	
   activity	
   was	
   aimed	
   at	
   Dutch	
   users,	
   Threepwood	
   used	
   the	
   top	
   10	
  
video	
  torrents	
  with	
  “NL”	
  in	
  their	
  name.	
  

	
  	
   The	
  monitor	
   joined	
  each	
  of	
   the	
  swarms	
  and	
  collected	
   information	
  on	
  the	
  peers.	
  
The	
   type	
   of	
   data	
   collected	
   was	
   limited	
   to:	
   the	
   IP	
   address,	
   the	
   timestamp,	
   and	
   which	
  
swarm.	
  To	
  maintain	
  accountability,	
  the	
  researchers	
  took	
  only	
  the	
  data	
  that	
  was	
  required	
  
and	
  gave	
  up	
  that	
  which	
  was	
  not	
  essential	
  to	
  their	
  objective.	
  The	
  central	
  server	
  received	
  
the	
  monitored	
  data	
  from	
  the	
  distributed	
  monitors	
  over	
  encrypted	
  connections.	
  The	
  data	
  
was	
  then	
  stored	
  in	
  a	
  local	
  database	
  for	
  further	
  analysis.	
  The	
  local	
  database	
  was	
  secured	
  
in	
   a	
   general	
   manner,	
   and	
   only	
   the	
   two	
   researchers	
   involved	
   had	
   access	
   to	
   the	
   data.	
  
Extracting	
  the	
  geolocation	
  from	
  the	
  IP	
  addresses	
  was	
  performed	
  locally,	
  but	
  an	
  outside	
  
service	
  was	
  used	
  to	
  perform	
  the	
  lookup	
  from	
  IP	
  number	
  to	
  the	
  registered	
  ISP	
  or	
  other	
  
organization.	
   Assistance	
   from	
   this	
   outside	
   service	
  was	
   necessary:	
   there	
  was	
   no	
   other	
  
way	
  to	
  acquire	
  said	
  information.	
  

	
  	
   After	
   running	
   Threepwood	
   for	
   several	
   days,	
   the	
   results	
   were	
   analyzed.	
   The	
  
researchers	
  were	
   surprised	
   to	
   learn	
   that	
  Threepwood	
  was	
  able	
   to	
   record	
  a	
  very	
   large	
  
number	
  of	
   the	
  peers	
  connected	
  to	
   the	
  different	
  swarms,	
  most	
   likely	
  even	
  recording	
  all	
  
users	
  who	
  were	
  connected	
  to	
  those	
  swarms	
  over	
  that	
  time	
  period.	
  Although	
  researchers	
  
were	
   expecting	
   to	
   get	
   a	
   small	
   sample	
   of	
   information	
   they	
   found	
   they	
   had	
   collected	
   a	
  
considerable	
   amount	
   of	
   data	
   from	
   a	
   larger	
   than	
   expected	
   sample	
   size.	
   By	
   retrieving	
  
information	
   from	
   such	
   a	
   large	
   sample	
   size	
   the	
   researchers	
  were	
   now	
   in	
   a	
   position	
   to	
  
have	
  an	
  incredible	
  amount	
  of	
  PII	
  from	
  a	
  large	
  number	
  of	
  users.	
  It	
  was	
  this	
  finding	
  that	
  
prompted	
  the	
  researcher	
  to	
  seek	
  the	
  advice	
  of	
  an	
  ethics	
  adviser.	
  	
  
When	
   analysing	
   the	
  methods	
   used	
   for	
   data	
   collection	
   from	
   an	
   ethics	
   perspective,	
   one	
  
must	
   address	
   that	
   the	
   data	
  was	
   collected	
   in	
   a	
   passive	
  way;	
  meaning,	
   no	
   consent	
  was	
  
sought	
   from	
   the	
   users	
   whose	
   information	
   was	
   being	
   collected.	
   Thus,	
   the	
   researchers	
  
were	
  not	
  being	
  transparent	
  to	
  the	
  users	
  in	
  their	
  method	
  of	
  data	
  collection.	
  When	
  asked	
  
about	
  this	
  issue	
  the	
  researchers	
  indicated	
  that	
  this	
  approach	
  was	
  necessary	
  in	
  order	
  to	
  
have	
  accurate	
  results	
  and	
  to	
  be	
  as	
  objective	
  as	
  possible	
   in	
   the	
  acquiring	
  of	
  results.	
  We	
  
may	
  speak	
  of	
  a	
  value	
  trade-­‐off	
  at	
  this	
  point:	
  the	
  values	
  of	
  objectiveness	
  and	
  effectiveness	
  
were	
  chosen	
  in	
  favour	
  of	
  the	
  value	
  of	
  transparency.	
  	
  

This	
   detail	
   further	
   confuses	
   the	
   discussion	
   on	
   privacy	
   because	
   if	
   one	
   wishes	
   to	
  
obtain	
  consent	
  from	
  the	
  users	
  their	
  privacy	
  would	
  have	
  to	
  be	
  breached	
  in	
  order	
  to	
  do	
  so	
  
(i.e.	
  having	
  the	
  IP	
  address	
  of	
  a	
  user	
  does	
  not	
  necessarily	
  mean	
  you	
  can	
  contact	
  them,	
  for	
  
that	
  you	
  need	
  to	
  contact	
  their	
  ISP	
  to	
  obtain	
  such	
  information).	
  	
  

Added	
  to	
  this	
  is	
  the	
  fact	
  that	
  the	
  researchers	
  were	
  not	
  actually	
  participating	
  in	
  the	
  
uploading	
  or	
  downloading	
  of	
  content.	
  Information	
  like	
  IP	
  addresses	
  are	
  only	
  meant	
  to	
  be	
  
shared	
  when	
  a	
  computer	
  engages	
  in	
  the	
  uploading	
  and	
  downloading	
  protocol;	
  however,	
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in	
   the	
   NL	
   (the	
   context	
   where	
   the	
   researchers	
   reside)	
   uploading	
   is	
   illegal	
   and	
   the	
  
researchers	
  did	
  not	
  want	
  to	
  take	
  part.	
  The	
  BitTorrent	
  protocol	
  includes	
  mechanisms	
  to	
  
promote	
  sharing	
  using	
  a	
  tit-­‐for-­‐tat	
  mechanism,	
  and	
  there	
  is	
  ongoing	
  research	
  to	
  reduce	
  
‘free	
  riding’	
  (Zghaibeh	
  2008).	
  With	
  this	
  in	
  mind,	
  the	
  behaviour	
  of	
  the	
  researchers	
  proves	
  
to	
  be	
  ethically	
  problematic	
  insofar	
  as	
  one	
  might	
  suggest	
  the	
  researchers	
  were	
  dishonest	
  
in	
   their	
   collection	
   methods.	
   This	
   raises	
   an	
   additional	
   privacy	
   violation;	
   namely,	
  
improper	
  access	
  to	
  personal	
  information	
  (Zimmer	
  2010;	
  Smith	
  et	
  al,	
  1996).	
  Thus,	
  added	
  
to	
  the	
  risk	
  for	
  unauthorized	
  secondary	
  use	
  mentioned	
  above	
  we	
  have	
  the	
  issue	
  of	
  how	
  
the	
  information	
  was	
  accessed.	
  

Consequently,	
  the	
  values	
  of	
  transparency	
  and	
  privacy	
  are	
  traded	
  off	
  for	
  the	
  values	
  
of	
   objectiveness	
   and	
   accuracy;	
   researchers	
   did	
   not	
   want	
   the	
   users	
   to	
   influence	
   the	
  
results	
   and	
   therefore	
   did	
   not	
   ask	
   their	
   permission	
   to	
   collect	
   the	
   data	
   that	
   they	
   had	
  
improper	
  access	
  to.	
  	
  
	
  
2.3	
  Intended	
  Use	
  of	
  Data	
  Collected	
  
	
  

The	
  intended	
  use	
  of	
  data	
  collected	
  is	
  significant	
  as	
  it	
  relates	
  to	
  the	
  intended	
  values	
  
and	
   goals	
   of	
   the	
   researchers.	
   Addressing	
   this	
   aspect	
   creates	
   room	
   for	
  motivation	
   and	
  
purpose	
   of	
   the	
   research	
   to	
   factor	
   into	
   the	
   ethical	
   landscape	
   (McBride,	
   2014).	
   This	
  
component	
   also	
   encourages	
   a	
   discussion	
   of	
   the	
  moral	
   character	
   of	
   the	
   researcher	
   –	
   a	
  
component	
  we	
  will	
  argue	
  in	
  favour	
  of	
   later	
   in	
  this	
  paper	
  -­‐	
  which	
  bears	
  significance	
  for	
  
the	
  outcome	
  of	
  an	
  ethical	
  evaluation.	
  

The	
  data	
  collected	
   in	
   this	
   research	
  project	
  was	
  done	
  with	
   the	
   intention	
   that	
   it	
  be	
  
used	
  in	
  a	
  court	
  case	
  showing	
  the	
  effectiveness,	
  or	
  lack	
  thereof,	
  of	
  a	
  blockade	
  on	
  TPB.	
  The	
  
data	
  was	
  also	
  intended	
  to	
  be	
  used	
  as	
  a	
  platform	
  for	
  discussing	
  the	
  effectiveness,	
  or	
  lack	
  
thereof,	
  of	
  blocking	
  websites	
  in	
  general.	
  Accordingly,	
  one	
  intended	
  use	
  was	
  for	
  the	
  legal	
  
domain	
   and	
   another	
   was	
   for	
   an	
   academic	
   domain.	
   For	
   both	
   of	
   these	
   uses	
   it	
   was	
  
necessary	
   that	
   the	
   data	
   be	
   accurate	
   and	
   objective.	
   These	
   values	
  were	
   thus	
   embedded	
  
into	
  Threepwood	
  and	
  made	
  real	
  through	
  the	
  research	
  methods	
  used	
  by	
  the	
  researchers	
  
as	
  seen	
  in	
  the	
  previous	
  sections.	
  	
  

The	
  next	
   stage	
   in	
   the	
  data’s	
   life	
   cycle	
   is	
   storage:	
   the	
   collected	
  data	
  was	
  kept	
   in	
  a	
  
secured	
   environment	
   during	
   and	
   after	
   the	
   review	
   period	
   so	
   that	
   reviewers	
   or	
   other	
  
researchers	
  could	
  verify	
   the	
  methodology.	
  The	
  reason	
   for	
   these	
  measures	
   is	
   to	
  ensure	
  
the	
  privacy	
  and	
  protection	
  of	
  the	
  sensitive	
  data	
  that	
  had	
  been	
  collected.	
  It	
  was	
  not	
  lost	
  
on	
  the	
  researchers	
  that	
  they	
  had	
  attained	
  highly	
  sensitive	
  data	
  that	
  required	
  protection.	
  

After	
  this,	
  the	
  next	
  stage	
  in	
  the	
  data’s	
  life	
  cycle	
  is	
  dissemination.	
  What	
  is	
  important	
  
here	
   is	
   whether	
   or	
   not	
   the	
   data	
   is	
   made	
   public	
   and	
   to	
   what	
   extent.	
   In	
   this	
   case	
   the	
  
original	
   data	
   was	
   not	
   made	
   public	
   at	
   all.	
   Instead,	
   the	
   researchers	
   analyzed	
   and	
  
aggregated	
   the	
   data	
   they	
   had	
   collected	
   into	
   a	
   table	
   showing	
   the	
   distribution	
   of	
   the	
  
swarms.	
  This	
  table	
  does	
  not	
  contain	
  any	
  PII,	
  but	
  only	
  the	
  number	
  of	
  users	
  per	
  ISP	
  in	
  each	
  
country.	
  These	
  distributions	
  were	
  then	
  compared	
  to	
  previous	
  distributions	
  and	
  also	
  to	
  a	
  
questionnaire	
  on	
  users’	
  behaviours.	
  This	
  comparison	
  was	
  used	
  to	
  prove	
  the	
  hypothesis	
  
of	
   the	
   study	
   (Poort	
   et	
   al.	
   2014).	
   The	
   original	
   data	
  was	
   kept	
   for	
   reproducibility	
   of	
   the	
  
experiment	
  but	
  it	
  was	
  not	
  released	
  in	
  order	
  to	
  protect	
  the	
  privacy	
  and	
  anonymity	
  of	
  the	
  
users.	
  	
  
	
  
3	
  Ethical	
  Analysis:	
  duties,	
  consequences	
  or	
  virtues?	
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With	
   all	
   of	
   this	
   information	
   we	
   can	
   now	
   analyze	
   the	
   life	
   cycle	
   of	
   the	
   data	
   and	
  
address	
   the	
   ethical	
   considerations	
   on	
   a	
   broader	
   level.	
   Although	
  PII	
  was	
   collected	
   in	
   a	
  
way	
   that	
   posed	
   certain	
   privacy	
   violations,	
   the	
   information	
   that	
   was	
   used	
   in	
   the	
   final	
  
output	
  of	
  the	
  researchers	
  (i.e.	
  the	
  aggregate	
  data)	
  was	
  done	
  in	
  a	
  way	
  that	
  specifically	
  and	
  
intentionally	
   protected	
   the	
  privacy	
   and	
   anonymity	
   of	
   the	
   individuals	
   in	
   the	
   swarm.	
   In	
  
other	
  words,	
   the	
   researchers	
  made	
   every	
   attempt	
   to	
   control	
   the	
   scope	
   of	
   the	
   privacy	
  
violation	
  (Roux	
  and	
  Falgoust,	
  2012).	
  

This	
  reveals	
  a	
  core	
  ethical	
  dilemma	
  of	
  this	
  case	
  study:	
  the	
  distinction	
  between	
  the	
  
lack	
   of	
   protection	
   of	
   privacy	
   during	
   data	
   collection	
   versus	
   the	
   protection	
   of	
   privacy	
  
during	
  data	
  dissemination/sharing.	
  If	
  privacy	
  is	
  protected	
  in	
  the	
  final	
  dissemination	
  or	
  
sharing	
   of	
   the	
   data	
   is	
   the	
   privacy	
   violation	
   during	
   data	
   collection	
   defensible?	
  
Furthermore,	
  if	
  the	
  ends	
  for	
  which	
  the	
  data	
  is	
  to	
  be	
  used	
  are	
  to	
  promote	
  a	
  greater	
  good	
  
then	
  can	
   such	
  ends	
   justify	
   the	
  means	
  of	
  data	
   collection	
   (Roux	
  and	
  Falgoust,	
  2012)?	
   In	
  
other	
  words,	
  are	
  there	
  conditions	
  relevant	
  to	
  this	
  case	
  study	
  that	
  warrants	
  the	
  privacy	
  
violation?	
  

So	
  how	
  can	
  we	
  evaluate	
  this	
  case	
  study?	
  A	
  deontological	
  approach	
  would	
  say	
  the	
  
researchers	
  were	
  wrong	
  for	
  not	
  adhering	
  to	
  the	
  duty	
  to	
  protect	
  privacy	
  at	
  every	
  stage	
  of	
  
the	
  research	
  approach	
  whereas	
  a	
  consequentialist	
  would	
  claim	
  that	
  the	
  consequences	
  of	
  
the	
  research	
  proved	
  beneficial	
  to	
  the	
  users	
  therefore	
  the	
  ends	
  may	
  justify	
  the	
  means.	
  	
  

In	
  the	
  constantly	
  evolving	
  environment	
  of	
  information	
  systems	
  it	
  seems	
  impossible	
  
to	
   (re)create	
   and	
   disseminate	
   hard	
   and	
   fast	
   rules	
   that	
   can	
   be	
   applied	
   to	
   the	
   ever	
  
changing	
  technology	
  or	
  to	
  rely	
  on	
  an	
  analysis	
  of	
  the	
  consequences	
  that	
  are	
  impossible	
  to	
  
adequately	
   predict	
   at	
   the	
   onset	
   of	
   a	
   research	
   project	
   or	
   data	
   sharing	
   practice.	
  
Furthermore,	
  guidelines	
  for	
  data	
  minimization	
  (i.e.	
  collecting	
  only	
  the	
  minimum	
  amount	
  
of	
  data	
  needed)	
  and	
  anonymization	
  are	
  not	
  universally	
  defined	
  and	
  constantly	
  changing	
  
with	
  new	
  forms	
  of	
  gathering	
  data.	
  

With	
  this	
   in	
  mind,	
  one	
  may	
  rightly	
  wonder	
  whether	
  the	
  most	
  appropriate	
  avenue	
  
to	
  pursue	
  is	
  neither	
  a	
  deontological	
  nor	
  a	
  consequentialist	
  approach	
  but	
  a	
  virtue	
  ethics	
  
approach	
   that	
   focuses	
   on	
   the	
   development	
   of	
   the	
   technical	
   researcher	
   as	
   virtuous	
   in	
  
his/her	
   professional	
   role	
   (McBride,	
   2014;	
   Vallor,	
   2010).	
   For	
   that	
   reason,	
  McBride	
   has	
  
proposed	
  the	
  ACTIVE	
  approach	
  to	
  ethical	
  analysis	
  of	
  technical	
  systems	
  (2014)	
  which	
  is	
  
“derived	
  from	
  virtue	
  ethics	
  and	
  extends	
  the	
  goal	
  of	
  the	
  PAPA	
  model”	
  (pg	
  24).	
  The	
  PAPA	
  
model	
   addresses	
   the	
   ethical	
   issues	
   of	
   privacy,	
   accuracy,	
   property	
   and	
   access.	
   This	
  
approach	
   has	
   been	
   criticised	
   by	
   some	
   for	
   narrowly	
   restricting	
   ethical	
   analysis	
   of	
  
information	
  systems	
   to	
   issues	
  of	
  privacy	
   (McBride,	
  2014).	
   Instead	
  what	
   is	
  needed	
   is	
  a	
  
tool	
  to	
  broaden	
  the	
  conceptualization	
  of	
  ethics	
  as	
  it	
  relates	
  to	
  information	
  systems.	
  Thus,	
  
the	
  individual	
  researcher’s	
  intentions	
  and	
  actions	
  need	
  to	
  be	
  integrated	
  into	
  the	
  ethical	
  
consideration	
  of	
  this	
  case	
  study.	
  

We	
  do	
  not	
  claim	
  here	
  that	
  the	
  ends	
  of	
  using	
  the	
  data	
  can	
  justify	
  any	
  kind	
  of	
  privacy	
  
violation	
   encountered	
   in	
   the	
   collection	
   or	
   dissemination	
   of	
   data.	
   Such	
   a	
   claim	
   would	
  
mean	
  that	
  anyone	
  could	
  justify	
  deplorable	
  means	
  of	
  collecting	
  data	
  if	
  it	
  is	
  being	
  used	
  for	
  
‘good’,	
   consider	
   the	
   collection	
   of	
   data	
   by	
   the	
   NSA,	
   Facebook	
   or	
   Google	
   as	
   examples.	
  
Furthermore,	
  who	
   determines	
  what	
   the	
   ‘good’	
   is	
   and	
   how	
   it	
   is	
   achieved	
   is	
   debatable.	
  
Alternatively,	
   we	
   cannot	
   claim	
   that	
   if	
   data	
   is	
   collected	
   with	
   assurance	
   to	
   privacy	
   but	
  
disseminated	
  while	
  violating	
  privacy	
  that	
  it	
  is	
  ethical.	
  	
  

Instead,	
   we	
   want	
   to	
   suggest	
   that	
   the	
   researchers	
   acknowledge	
   the	
   threats	
   to	
  
privacy	
  through	
  data	
  collection	
  but	
  were	
  clear	
  they	
  had	
  no	
  other	
  alternative	
  in	
  order	
  to	
  
collect	
  accurate	
  data.	
  Most	
  importantly,	
  the	
  researchers	
  made	
  every	
  attempt	
  to	
  protect	
  
the	
  privacy	
  of	
  swarm	
  users	
  in	
  the	
  dissemination	
  of	
  the	
  data.	
  They	
  could	
  have	
  taken	
  more	
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data	
  than	
  they	
  needed	
  or	
  published	
  the	
  original	
  data	
  rather	
  than	
  the	
  aggregate	
  data	
  but	
  
they	
   believed	
   this	
   did	
   not	
   adhere	
   to	
   the	
   professional	
   standards	
   of	
   their	
   role	
   as	
  
researchers	
  or	
  to	
  the	
  intended	
  goal	
  of	
  the	
  research.	
  	
  
	
  
4	
  The	
  Value	
  of	
  Ad-­‐Hoc	
  Ethics	
  for	
  Future	
  Work	
  
	
  

Collaborating	
  together,	
  the	
  ethicist	
  and	
  computer	
  scientist	
  found	
  numerous	
  points	
  
where	
   ethical	
   considerations	
   played	
   a	
   dominant	
   role	
   in	
   the	
   decisions	
   made	
   by	
   the	
  
computer	
  scientist	
  without	
  their	
  explicit	
  knowledge.	
  This	
  speaks	
  to	
  the	
  very	
  manner	
  in	
  
which	
  engineers	
  work:	
  they	
  often	
  consider	
  the	
  ethics	
  of	
  their	
  choices	
  without	
  knowing	
  
what	
  they	
  are	
  doing	
  or	
  being	
  capable	
  of	
  criticizing	
  their	
  own	
  perspectives.	
  Added	
  to	
  this,	
  
by	
  engaging	
  in	
  the	
  retrospective	
  assessment	
  and	
  evaluation	
  of	
  what	
  the	
  researchers	
  had	
  
done	
  and	
  why,	
  the	
  ethicist	
  and	
  computer	
  scientist	
  were	
  able	
  to	
  arrive	
  at	
  suggestions	
  for	
  
other	
  researchers	
  engaged	
  in	
  this	
  type	
  of	
  work.	
  	
  

As	
  a	
  suggestion	
  for	
  best	
  practice	
  in	
  data	
  sharing	
  the	
  authors	
  suggest	
  identifying	
  the	
  
various	
  stages	
  of	
  the	
  research	
  approach	
  and	
  engaging	
  in	
  a	
  value	
  analysis	
  at	
  each	
  of	
  the	
  
research	
  stages.	
  In	
  general	
  these	
  stages	
  may	
  be	
  labelled	
  as	
  follows:	
  overall	
  concept	
  and	
  
design	
   of	
   research	
   proposed,	
   collection	
   of	
   data,	
   storage	
   of	
   data,	
   analysis	
   of	
   data,	
  
verification	
   of	
   data,	
   dissemination	
   of	
   results,	
   data	
   sharing,	
   and	
   non-­‐storage	
   or	
  
destruction	
  of	
  data.	
  The	
   list	
  of	
  values	
   to	
  be	
  used	
   in	
   the	
  value	
  analysis	
   is	
  drawn	
  from	
  a	
  
variety	
  of	
  sources	
  both	
  from	
  the	
  computer	
  scientists	
  (e.g.	
  the	
  proposals	
  and	
  objectives	
  of	
  
their	
  research)	
  involved	
  and	
  the	
  ethical	
  literature	
  relating	
  to	
  the	
  research.	
  	
  

By	
   tracking	
   the	
  data	
   collection	
   through	
  various	
   life	
   cycles	
   it	
   becomes	
  possible	
   to	
  
isolate	
  the	
  ethical	
  issues	
  related	
  to	
  one	
  stage	
  and/or	
  another.	
  Additionally,	
  it	
  allows	
  for	
  
the	
   researcher	
   to	
   reflect	
  on	
   their	
  professional	
   role	
  and	
   the	
  motivation(s)	
  driving	
   their	
  
actions.	
  Working	
   together,	
   the	
   ethicist	
   engages	
   in	
   an	
   interview	
   style	
   process	
  with	
   the	
  
computer	
   scientist(s)	
   at	
   each	
   of	
   the	
   stages	
   to	
   explore	
  what	
   values	
   are	
   intended,	
   how	
  
they	
  are	
   conceptualized	
  and	
   translated	
   into	
   technical	
   variables,	
   and	
  what	
  value	
   trade-­‐
offs	
  reveal	
  themselves.	
  With	
  respect	
  to	
  the	
  presence	
  of	
  value	
  trade-­‐offs,	
  the	
  ethicist	
  can	
  
help	
   explore	
   alternative	
   approaches	
   to	
   fulfil	
   the	
   objectives	
   of	
   researchers	
   while	
  
minimizing	
   disparities	
   between	
   values.	
   This	
  may	
   not	
   always	
   be	
   possible	
   but	
   in	
  many	
  
instances	
  even	
  making	
  such	
  trade-­‐offs	
  explicit	
  and	
  transparent	
  is	
  a	
  first	
  step	
  in	
  making	
  a	
  
change.	
  	
  

One	
  of	
  the	
  questions	
  of	
  the	
  researchers	
  had	
  to	
  do	
  with	
  what	
  they	
  could	
  and	
  could	
  
not	
  do	
  with	
  the	
  data	
  after	
  it	
  had	
  been	
  collected:	
  the	
  researchers	
  feared	
  the	
  original	
  data	
  
would	
  be	
  requested	
  by	
   the	
  entertainment	
  companies	
   to	
  bring	
  charges	
  against	
  users	
   in	
  
the	
   swarm	
   or	
   net	
   neutrality	
   advocates	
   to	
   argue	
   against	
   future	
   blockades.	
  We	
   suggest	
  
that	
   by	
   paying	
  meticulous	
   attention	
   to	
   and	
   documenting	
   the	
  manner	
   in	
  which	
   data	
   is	
  
collected,	
  stored	
  and	
  analysed,	
  it	
  is	
  easier	
  to	
  arrive	
  at	
  the	
  decision	
  of	
  whether	
  or	
  not	
  it	
  is	
  
permissible	
   to	
   share	
   said	
   data.	
   In	
   this	
   instance	
  we	
  would	
  never	
   advocate	
   in	
   favour	
   of	
  
sharing	
   the	
   original	
   data	
   but	
  would	
   claim	
   that	
   the	
   aggregate	
   data	
   is	
   permissible	
   only	
  
when	
   the	
   researchers	
   can	
   reasonably	
   ensure	
   anonymization.	
   This	
   point	
   reiterates	
   the	
  
significance	
   of	
   developing	
   and	
   evaluating	
   the	
   virtues	
   of	
   the	
   researcher	
   in	
   his/her	
  
professional	
  role.	
  	
  

	
  
5	
  Conclusion	
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The	
  intended	
  goal	
  of	
  the	
  researchers	
  was	
  to	
  test	
  the	
  effectiveness	
  of	
  the	
  blockade	
  
on	
   TPB	
   website.	
   In	
   order	
   to	
   achieve	
   this	
   goal	
   there	
   are	
   corresponding	
   values	
   the	
  
researchers	
  had	
  intended.	
  Most	
  notably	
  the	
  researchers,	
  just	
  like	
  any	
  other	
  researcher	
  in	
  
the	
  same	
   field,	
  wanted	
  their	
  work	
  to	
  be:	
  accurate,	
  objective	
  and	
   fair.	
  At	
   the	
  same	
  time	
  
they	
  wanted	
  to	
  protect	
  their	
  own	
  reputation	
  as	
  researchers	
  and	
  wanted	
  to	
  promote	
  the	
  
privacy	
   and	
   anonymity	
   of	
   the	
   users	
   in	
   the	
   final	
   dissemination	
   of	
   the	
   results.	
   The	
  
research	
   methods	
   used	
   were	
   designed	
   in	
   a	
   way	
   to	
   achieve	
   this:	
   they	
   collected	
  
information	
  from	
  users	
  without	
  their	
  knowledge	
  so	
  as	
  to	
  ensure	
  that	
  users	
  could	
  not	
  lie;	
  
they	
   collected	
   information	
   in	
   a	
  way	
   that	
   prevented	
   them	
   from	
  breaking	
   the	
   law;	
   they	
  
limited	
   the	
   amount	
   of	
   information	
   collected	
   to	
   only	
   the	
   data	
   that	
  was	
   needed	
   for	
   the	
  
objectives	
  of	
  the	
  project;	
  they	
  ensured	
  the	
  privacy	
  and	
  anonymity	
  of	
  users	
  in	
  the	
  swarm	
  
when	
  the	
  data	
  was	
  disseminated.	
  	
  

When	
  we	
   consider	
   the	
   intended	
   values	
   of	
   the	
   researchers	
   and	
   how	
   these	
   values	
  
were	
  translated	
  into	
  the	
  technical	
  details	
  of	
  the	
  tool	
  used	
  for	
  data	
  collection	
  we	
  can	
  see	
  
value	
   trade-­‐offs.	
   As	
  mentioned	
   the	
   value	
   of	
   transparency	
   and	
   privacy	
  was	
   oftentimes	
  
prioritized	
   lower	
   compared	
   to	
   the	
   values	
   of	
   objectiveness,	
   effectiveness	
   and	
   accuracy	
  
during	
   data	
   collection.	
   Most	
   interesting	
  was	
   the	
   observation	
   that	
   although	
   privacy	
   of	
  
users	
  in	
  the	
  swarm	
  was	
  violated	
  through	
  the	
  data	
  collection,	
  the	
  manner	
  in	
  which	
  it	
  was	
  
stored	
  and	
  disseminated	
  was	
  done	
  to	
  intentionally	
  protect	
  privacy	
  and	
  anonymity	
  of	
  the	
  
swarm.	
  	
  

Tracking	
  values	
  in	
  this	
  way	
  allowed	
  us	
  to	
  draw	
  out	
  the	
  core	
  ethical	
  dilemma	
  of	
  this	
  
case;	
   namely,	
   if	
   privacy	
   is	
   protected	
   in	
   the	
   dissemination	
   of	
   the	
   data	
   can	
   this	
   justify	
  
violations	
  to	
  privacy	
  in	
  the	
  collection	
  of	
  data?	
  We	
  report,	
  for	
  this	
  specific	
  instance,	
  that	
  
given	
   the	
   steps	
   taken	
   to	
   ensure	
   the	
   confidentiality	
   of	
   the	
   data	
   (e.g.	
   data	
   storage	
   and	
  
dissemination)	
   and	
   to	
   control	
   the	
   scope	
   of	
   the	
   privacy	
   violation	
   (e.g.	
   publishing	
  
aggregate	
  data	
  rather	
  than	
  original	
  data),	
  the	
  method	
  of	
  data	
  collection	
  versus	
  the	
  final	
  
protection	
  of	
  privacy	
  is	
  warranted.	
  	
  

Moreover,	
   tracking	
   values	
   in	
   this	
   way	
   also	
   allowed	
   us	
   to	
   delineate	
   the	
  
responsibilities	
  of	
   the	
  researchers	
   for	
   their	
  actions	
  with	
  respect	
   to	
  data	
  collection	
  and	
  
dissemination.	
  It	
  has	
  been	
  suggested	
  that	
  “broader	
  foresight	
  and	
  impact	
  assessments	
  for	
  
new	
  technologies	
  beyond	
  their	
  anticipated	
  market-­‐benefits	
  and	
  risks”	
  (von	
  Schomberg,	
  
2013,	
  pg	
  51)	
  be	
  sought	
  for	
  RRI.	
  The	
  methods	
  used	
  for	
  this	
  analysis	
  provide	
  the	
  starting	
  
point	
  for	
  such	
  work	
  in	
  ICT	
  RRI.	
  What’s	
  more,	
  the	
  additional	
  proposed	
  use	
  of	
  virtue	
  ethics	
  
in	
   evaluating	
   ICT	
   practices	
   provides	
   a	
   broader	
   perspective	
   for	
   RRI	
   in	
   ICT,	
   namely,	
  
evaluating	
  the	
  motivations	
  and	
  actions	
  of	
  researchers.	
  Consequently,	
  the	
  work	
  provided,	
  
and	
   argued	
   for,	
   in	
   this	
   paper	
   offers	
   a	
   clear	
   and	
   all	
   encompassing	
  manifestation	
  of	
   the	
  
goals	
  of	
  RRI.	
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