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Abstract—The rising numbers of vulnerabilities and security
issues stemming from the rapid iteration and development of
the Internet of Things (IoT) have introduced new challenges
for the involved stakeholders to mitigate them in time. To ef-
fectively bring researchers, vendors, and end-users together to
address such problems, Coordinated Vulnerability Disclosure
(CVD) has become standard practice. Although general CVD
procedures for practitioners to follow exist, adapting them to
the specific circumstances has proven to be complicated in
practice.

In this paper, we document our experience of reporting
various security vulnerabilities for 15,820 IoT backends. The
discovery and scanning have been part of a separate research
project, in this contribution we focus on the disclosure to the
backends’ operators in a large-scale coordinated vulnerability
disclosure effort, following the latest disclosure guidelines. We
discuss what we have learned to inform others who want to
engage in large-scale CVD, we compare the steps and tradeoffs
of our effort with current CVD suggestions, based on our
measurement before and after the disclosure, and we describe
how adapting our approach can improve CVD best practices.

1. Introduction

The widespread adoption of the Internet of Things (IoT)
has raised a multitude of challenges in ensuring the safety of
Information and Communications Technology (ICT) infras-
tructure and users’ privacy on an Internet-wide scale. The
number of discovered vulnerabilities has increased rapidly
over the past years, many of which affect the growing
number of network-connected devices and their, typically
publicly reachable, backend services. That is, stakeholders
may expose vulnerable network backends and devices that
attackers could abuse maliciously. To improve security,
including Internet security and IoT device security, vulner-
ability disclosure has taken an essential role, encouraging
active collaboration between security researchers, practi-
tioners, operators, stakeholders, and end-users. For exam-
ple, to mitigate identified issues before they are exposed
and could be abused by attackers. Intuitively, the accuracy
of disclosure information shared between the parties deter-
mines if security actions are taken promptly and without
hesitation, and, with disclosure, the process extends beyond
a purely technical understanding of the vulnerability to also
include the intricacies and challenges of human-to-human
communication.

Coordinated Vulnerability Disclosure (CVD) aims to
establish a constructive and practical communication be-

tween security researchers and stakeholders, by guiding
the researchers in conducting vulnerability disclosure and
initially limiting reporting of the discovered vulnerabilities
to vendors and affected parties, before eventually publicly
revealing them. This allows both sides to collaborate and
mitigate the problems before the information becomes pub-
lic and attackers could abuse it. Finally, the vendor informs
the users to act on the discovered and addressed issues.
CVD has enhanced vulnerability disclosure, but there are
still tradeoffs and concerns to consider [15]. For example,
researchers may struggle to locate the correct contact for
stakeholders [2], especially when engaging in large-scale
notifications. The level of detail to disclose and the required
methods to remedy the issue can also trigger unwanted
behavior from the stakeholders. Similarly, it can be chal-
lenging for the stakeholders to identify the true severity of
the disclosed issues, which might hinder their mitigation
efforts. Fortunately, prior work proposed well-structured
strategies, based on experience from researchers, practi-
tioners, and operators in the last decade, to address these
concerns [19, 27]. We conduct our worldwide disclosure
process leveraging their suggested methodologies and we
provide our own experience as new feedback to improve the
CVD process.

In earlier work, we analyzed and measured the secu-
rity posture of IoT backends, that is, backends speaking
IoT-focused protocols (e.g., Message Queuing Telemetry
Transport (MQTT)), at scale, focusing on understanding
if backends suffer from several known and high impact
vulnerabilities [3, 4, 5, 6, 8]. Overall, we identified 15,820
potentially vulnerable backends and prepared the disclosure
of the discovered vulnerabilities to the responsible parties.
We followed current CVD guidelines to encourage stake-
holder cooperation and prompt mitigation. Indeed, our
disclosure efforts were successful in that some stakeholders
fixed their vulnerable backends. However, we also received
unexpected responses and faced difficulties when informing
affected parties with complex operational structures. By
discussing our experience and actual consideration of each
step of our disclosure process, we shed light on formulating
an adequate disclosure for large-scale vulnerability disclo-
sure, and we provide new insight on the connection between
CVD as a model and implementing it.

1.1. Contributions

In this paper, we make the following contributions:
• We performed large-scale responsible disclosure for

IoT backends suffering from vulnerabilities, based
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on current Coordinated Vulnerability Disclosure
(CVD) best practices, and we measured stakehold-
ers’ responses after our disclosure notifications.

• We provide comprehensive guidelines to facili-
tate large-scale disclosure notifications and handle
stakeholder communication.

• We discuss what we learned from our disclosure and
we provide practical suggestions to further improve
CVD best practices.

2. Background and Related Work

This paper focuses on our Coordinated Vulnerability
Disclosure experience. We briefly describe our measure-
ment results. We then discuss recent updates of CVD prac-
tices and how we adopt them into our disclosure operation.

2.1. Security Assessment

We leveraged Shodan [22] to identify backends that
speak common IoT communication protocols, like MQTT,
Constrained Application Protocol (CoAP), and Extensible
Messaging and Presence Protocol (XMPP). Together with
the IP addresses and hostnames for the backends, we also
collected Connection Codes and geolocation information.
We then performed our security evaluation, focusing on
three main attack classes: information leakage, weak au-
thentication, and denial of service. We define the testing
pipeline for each protocol and provide more details in our
prior work [25]. In this paper, we instead focus on the
disclosure process for the discovered vulnerable backends.
Overall, we discovered numerous backends suffering from
known vulnerabilities, identified via Common Vulnerabil-
ity Exposures (CVEs), and other common security pitfalls,
such as not requiring authentication or unintended exposed
access. We then compiled a list of vulnerable backends
with their IP addresses, CVEs or vulnerabilities if no CVE
was assigned, and other issues that we identified, which we
utilized to disclose our findings to the backend operators
following current CVD best practices.

We first analyzed the security of the backends in
September 2022, and later repeated our analysis in Septem-
ber 2023. Table 1 shows the number of vulnerable MQTT
backend for September 2023 for each of the five CVEs
that we tested for. Since CVE-2018-12550 and CVE-2018-
12551 always occurred together, we combine them in the
table. All CVEs were published over three years before our
scan and mitigations have been available, in the form of
an updated version since the vulnerability become public,
which should be ample opportunity to update and resolve
the issue. We do not provide data for CoAP and XMPP
because our disclosure process for backends speaking these
protocols is still ongoing.

2.2. Coordinated Vulnerability Disclosure

CVD is a well-known process that has become accepted
best practice and the standard operating procedure for most
security researchers. Its idea is to contact vendors or op-
erators of affected services and products, like backends,
before publicly disclosing the existence of vulnerabilities,
so that they can address the vulnerability during an embargo

Table 1. We report the number of backends affected by CVEs we tested
for grouped by protocol. CVE-2017-7655, CVE-2018-12550, and CVE-
2018-12550 affect the Eclipse Mosquitto MQTT server, CVE-2018-19417
affects Contiki-NG, and CVE-2019-9749 affects Fluent Bit.

Protocol CVE CVSSv3 # Found

CVE-2018-12550 [4]
CVE-2018-12551 [5] 8.1 6,236

CVE-2017-7655 [3] 7.5 4,241
CVE-2018-19417 [6] 10.0 186

MQTT

CVE-2019-9749 [8] 7.5 151

period. There is no minimum or maximum time length for
an embargo, but approximately 90 days has become typical.
Only after the embargo period, the parties publish about
the vulnerability, so that others can take knowledge about
the vulnerability into account for their decision-making
processes, including the remedy, or learn from it.

This basic approach is widely accepted and de-
scribed [16, 17, 26]. In practice, however, this turns out
to be more complicated, especially if multiple parties are
involved [10], and this procedure must be adapted. This has
led the University of Twente, where we initiated our disclo-
sure process, to define an outgoing vulnerability disclosure
policy [13, 21]. This policy also explains to the recipients of
our notifications how we approach the disclosure process,
for example, clarifying our timelines and expectations. The
policy builds on the disclosure guidelines of the Dutch
National Cyber Security Centre (NCSC-NL) [20]. For our
CVD, we strictly follow these policies.

We also apply methods recommended by the Dutch
Institute for Vulnerability Disclosure (DIVD) and will de-
scribe our results and experiences using their framework
and C-HIP model [28]. Moreover, we utilize the investi-
gation of the state of CVD by van der Horst to address diffi-
culties of large-scale disclosure efforts for our process [14].
The DIVD has extensive experience in large-scale vulner-
ability disclosures, but has focused primarily on disclosing
critical corporate infrastructure bugs, such as the Citrix
vulnerability in early 2020 [7]. In contrast, we investigate
the disclosure of IoT backend vulnerabilities, a setting that
is distinctly different to critical corporate infrastructure in
terms of security considerations.

We locate the contacts of IoT backends via the WHOIS
databases [18, 24]. We use simple language for our dis-
closure notifications, see Appendix A, and we also set up
a static webpage, detailing the research to inform stake-
holders1, akin to prior work [1, 12]. Since some IoT
backends are hosted on public clouds, it can be challenging
to identify the actual operator. Therefore, we also notified
cloud providers, with the request to forward our notification
to the affected customer. During our interactions with
stakeholders, we observed that not all explicitly specify
their disclosure policies or procedures. Unfortunately, the
recommended practice for vendors or operators to serve
an informative security.txt file containing security
contact-related information for security researchers to con-
tact [11] is not yet widely used. Moreover, it only applies
to web-based systems or requires knowledge about who the
actual operator of the vulnerable service is and their web-
site, which is particularly difficult to determine for services

1. https://iot-disclosure2023.dacs.utwente.nl/
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deployed on public clouds, further limiting its usefulness
for our work.

3. Methodology

Following, we describe how we structured our large-
scale disclosure. We first gathered the required contact in-
formation and composed the disclosure notifications to the
corresponding contacts. We then notified the stakeholders
at scale and tracked the conversations via ticketing methods.

3.1. Disclosure Procedures

3.1.1. Contact Information Retrieval. We identified
15,820 IP addresses of vulnerable IoT backends based on
our security assessment [25]. We retrieved the correspond-
ing contact information for the IP addresses via the WHOIS
databases of APNIC, RIPE, etc. Eventually, we gathered
email addresses and contact details for 15,046 IP addresses
(95.11%). Unfortunately, for some backends, the WHOIS
database contains no useful information, that is, it simply
returns a general abuse contact for the corresponding Re-
gional Internet Registry.

3.1.2. Disclosure Messages. We composed our disclosure
notification template to ensure our disclosure messages are
clear and informative to bootstrap conversations with the
stakeholders (see Listing 1). In our initial message, we in-
form each stakeholder about the identified vulnerable back-
ends, providing information on the IP addresses, CVEs, and
vulnerabilities we found. We briefly describe the severity
of the vulnerabilities that require the stakeholder’s prompt
action and we point them to a dedicated website with more
detailed information. The website provides an overview of
the issues, links to additional material by MITRE, and an
email address to contact us.

We reply with a second message (see Listing 2) when
stakeholders return to us with additional questions. Our re-
ply includes details of the vulnerable backends and sugges-
tions for mitigations. The exact content may vary depend-
ing on the security issues of backends and the stakeholders’
responses.

3.2. Notification System

To notify the contacts at scale, we set up a dedicated
email account with the domain name utwente.nl to send our
disclosure notifications. We chose this approach to ensure
our notifications have a high chance of being delivered [14,
23] and that they are not discarded by recipients, for exam-
ple, because of a low sender reputation.

We used the email server of the University of Twente,
which uses Microsoft Exchange. We sent out notifications
in batches, due to limits enforced by Microsoft Exchange
service policies. To facilitate large-scale disclosure, we
implemented a custom notification script in Python, which
interacted with our SMTP server to send disclosure notifi-
cations while respecting the limits of the mail server. For
each message, our implementation also logs the timestamp,
contact email addresses, and identifiers.

Before sending notifications, we grouped the vulnerable
backends by contact address, that is, we combined those

Table 2. We manually cluster the stakeholder responses in four main
categories. We mark as Automatic Response those that were automatically
sent by ticket systems etc. We flag as Manual the responses of interested
parties that contacted us after our disclosure emails, split into Question for
inquiries about more details and Update for informing us about the issue
being resolved. We denote as Delivery Failure notifications that we sent
but which were returned by the recipient email server as undeliverable.

Type Core Message Count

Automatic Response
Thank you for your disclosure. We
received your message and will in-
form the responsible parties.

428

Question Please provide more details about
the vulnerabilities and remedies. 32Manual

Update We mitigated the disclosed issues. 13

Delivery Failure Contact not reachable. 700

for which the contact address is the same. This grouping
enabled us to drastically reduce the emails we had to send
from 15,046 to 2,132. On average, we reported seven vul-
nerable backends per disclosure notification (max 1,555).
We ensure brevity and understandability of our disclosure
message by listing only a subset of up to ten vulnerable
backends in the body of our message and including the com-
plete list of vulnerable backends as a text file attachment.

4. Results

Following, we discuss the results of our disclosure effort
with the stakeholders, how we initiated the conversations,
the challenges we encountered, and what we learned.

4.1. Measurements and CVD Timeline

We performed our initial security assessment in
September 2022, followed by a second assessment in
September 2023, to understand how the security posture of
backends evolved. After evaluating the results of both mea-
surements, we sent disclosure notifications from November
10th, 2023, to November 22nd, 2023. Overall, we sent
2,132 emails to notify contacts associated with 15,046 IP
addresses. We received 32 requests for additional informa-
tion. After responding to those 32 requests, 28 stakeholders
then initiated an active conversation with us, who we helped
locate and fix their issues. The remaining 4 did not further
respond and did not fix the identified security issues. An ad-
ditional 311 stakeholders fixed the identified vulnerabilities
without responding to us.

4.2. CVD with Stakeholders

After disclosing the issues, we received 1,173 responses
to our notifications from stakeholders between November
2023 and January 2024. Table 2 summarizes the numbers.
Most of them (428, 36.48%) were automatic responses
from the stakeholders’ ticketing systems. We also received
replies from individuals, such as service operators, com-
pany incident response teams, or users, who were notified
by the cloud service providers. Unfortunately, we received
700 (59.67%) delivery failure notifications, which we dis-
cuss further in Section 4.2.3.
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4.2.1. Automatic Responses. Automatic responses were
generated by ticketing systems. Most stakeholders, such
as cloud service providers, universities, and business orga-
nizations, use ticketing systems to handle incoming email
messages or abuse reports. These systems received our
disclosure notifications and forwarded them to the respon-
sible parties within these entities. In 27 cases, the ticketing
systems required us to sign in to their portal with automat-
ically generated accounts to confirm our disclosure, likely
to prevent spam. To ensure our notifications were delivered
successfully, we followed the corresponding instructions
to confirm our messages. However, three backends not
only required us to provide our contact information but
also requested us to accept their policies, for example,
privacy policies, which were only available in their native
languages. We opted to not accept these policies with un-
certain impact, which may have led these parties to ignore
our disclosures. Besides the aforementioned situations,
51 ticketing systems correctly forwarded our notifications
to the affected parties. Seven cloud providers’ systems
informed us about updates on their communication and
progress with their customers. In two cases, they estab-
lished direct communication between their customers and
us through their ticketing system.

4.2.2. Manual Responses. We consider replies to our dis-
closure notifications that are from stakeholders who are
directly responsible for the vulnerable backends as manual
responses. We separate them into two classes, first, ques-
tions concerning the disclosed vulnerabilities, and, second,
updates or comments by them regarding the coordinated
disclosure process (e.g., that a vulnerability was mitigated).
We received 28 positive replies and valuable suggestions,
as well as 4 complaints. In Section 4.3, we discuss how we
handled all manual responses and the corresponding active
coordination of our CVD.

4.2.3. Delivery Failures. Not all our disclosure notifica-
tions were delivered successfully to the responsible parties.
Delivery failures can occur for several reasons, such as con-
tact addresses no longer being valid or the recipient email
server employing restrictive filtering rules. We received
700 delivery failure notifications and attempted to cross-
check these with our outgoing emails, as our disclosure no-
tifications could have multiple recipients, a 1-to-1 matching
is not possible. For 103 out of 2,132 messages (<5%), we
received failure notifications for all recipients. This affected
210 backends (<2%) for which we were not able to notify
the operator at all. For the remainder, notifications failed to
deliver only for some recipients, but not all, and we assume
that at least one notification was successfully delivered. We
describe some reasons for delivery failures below but have
not been able to categorize all cases exhaustively, which is
why we can not provide exact numbers.

If a delivery failure occurred, we could not notify the
affected parties if we could not find any alternative contact
method. The contact email addresses’ filtering rules might
have also blocked our messages. Some email servers re-
strict the length of content messages, attachment type, and
file size, including to abuse and other contact addresses for
operators. To our surprise, some even reject small text file
attachments. This was problematic for our disclosure be-
cause we included a text file attachment with the complete

list of affected vulnerable IP addresses, ports, timestamps
of scanning, and CVEs for all emails and only included up
to 10 results in the email itself to prevent messages being
marked as spam. If the recipient server rejects our text file
attachments, then this further complicates the process of
notifying the affected stakeholders.

4.3. Handling the Responses from Stakeholders

A core component of CVD is establishing a trusted and
honest communication channel with the stakeholders. The
goal of our initial disclosure message is to draw the recip-
ient’s attention to the discovered issues and establish such
a communication channel, to coordinate with the affected
stakeholder on the embargo timeline and how to remedy
the reported issues. During this process, the stakeholders
sent us questions on the details of our findings, suggestions
on our disclosure method, and different perspectives on our
vulnerability findings. We also received complaints regard-
ing our disclosure operations. Following, we detail in depth
how we interact with the stakeholders, what we have learned
from the disclosure process, and how we incorporated their
suggestions into our later disclosures.

In our initial batch of notifications, we sent notifications
to recipients associated with vulnerable IP addresses for
MQTT backends, both with and without detected CVEs.
We also included additional information and a reference to
our website that included more information about our scans
and disclosure practices.

After our notifications, 32 recipients replied to our mes-
sage requesting additional information. We provided them
with additional information (see Listing 2), such as how we
found the vulnerability and security advice on mitigating
the issues. After this, 28 respondents reported that they
were working on locating the problems and informing re-
lated parties, such as their clients and other operators.

Over 60% of 15,820 backends were hosted on cloud
platforms, preventing us from directly notifying the opera-
tor and only letting us notify the cloud providers. While we
could not contact the operators directly, the cloud providers
relayed our notifications to their customers and other re-
sponsible parties. After the responsible parties were in-
formed, we received their feedback by email directly or
through the cloud providers’ ticketing systems.

We also received eight complaints that the vulnerable
backends were not part of the contacts’ operation and not
under their control. Since we collected the contact email
addresses via WHOIS, the contact addresses may have been
inaccurate.

4.4. Before and After Our Disclosures

We conducted a third security assessment in January
2024, after our disclosures, to measure and analyze if the
stakeholders mitigated the vulnerabilities and adopted our
recommendations to improve their security.

Figure 1 provides an overview of the results, as a per-
centage of the 14,836 backends that we successfully notified
(notifications for 15,046 backends total, but delivery failed
for all contacts for 210 backends, which we consider as not
notified). The operators of 52 (0.35%) backends addressed
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Unresponsive

No Change, no CVEs

No Change, with CVEs

Mitigated CVEs only

Mitigated All Issues

21.35%

44.18%

32.22%

1.9%

0.35%

Figure 1. Security posture of vulnerable IoT backends as of January 2024,
approximately two months after we sent our disclosure emails in November
2023. All numbers are relative to the 14,836 IoT backends for which
at least one disclosure notification was delivered, that is, the number of
backends we consider as successfully notified.

the vulnerabilities and also implemented our security rec-
ommendations, such as requiring authentication. Mean-
while, for 282 (1.90%) backends the operators only miti-
gated the reported vulnerabilities identified by their CVEs,
but they did not implement our other recommendations. For
example, we could still observe exchanged messages, with-
out needing to authenticate. Unfortunately, 3,168 (21.35%)
backends became unresponsive, likely because of IP ad-
dress instability. Although only few 334 (2.25%) backends
mitigated vulnerabilities, this is not unexpected given the
limited accuracy of WHOIS contact addresses. We have
received a reply from 31 service providers that they have
forwarded our disclosure notifications to their customers,
but we cannot be certain that they reached the customers
unless they replied to us.

Worse, 4,780 backends (32.22%) remain vulnerable.
The remaining 6,554 (44.18%) backends have no known
vulnerabilities tracked by CVEs, but they are publicly ex-
posing resources to the Internet and do not require any
authentication, which, for example, leaves broadcast mes-
sages unprotected. From our CVD, we learned that these
backends range from university projects to commercial ap-
plications to enterprise-grade IoT backend services.

5. Ethical Considerations

Throughout our measurements [25] and the following
disclosure process, we kept the impact of our work in
mind and followed best practice and CVD guidelines. We
received approval for our measurements from the Ethics
Review Board (ERB) at the University of Twente.

In this paper, we share our CVD approach and experi-
ence, so that the community and others can benefit from
them and further improve CVD processes. Our disclosure
operation was the first large-scale CVD implementing the
outgoing vulnerability disclosure policy of the University
of Twente [13, 21]. No respondents remarked on this
policy explicitly, but it provided a public guideline for
timelines and our predictable actions. Some respondents
might have decided to not respond and simply mitigate the
issues without engaging with us after taking note of it. We
recommend other researchers also clearly communicate and
publish such an outgoing CVD policy.

6. Reflections on our CVD

We set up our disclosure notification operation based
on the guidelines given by DIVD [14], which is why we

compare it to the DIVD suggestions, the existing theories,
and best practices. We follow the Communication-Human
Information Processing (C-HIP) model [28], focusing on
the following elements, to better present the comparison.

6.1. Channel & Delivery

We used email as our notification method. The vul-
nerable backends are maintained by diverse organizations
with different disclosure practices across countries. Cor-
respondingly, for our large-scale disclosure notification for
these backends, the WHOIS abuse contact information for
the affected IP addresses is the most reliable way to reach
as many responsible parties as possible. It was not feasible
to establish a second channel, such as a notification-sharing
platform, since the contacts are not within the scope of an
organization. For backends hosted on cloud infrastructures,
we informed the providers and asked them to forward our
messages. We received copies for some cloud providers,
who sent a request to their clients to fix the issues or
take down the backends. For other disclosures to cloud
providers, we were not privy to any notification to their
customers.

6.2. Attention Maintenance & Comprehension

The recipients of disclosures must quickly identify them
and keep track of the vulnerability disclosure process. In
our disclosure template (see Appendix A), we provided
brief but essential information to identify the vulnerable
backends. Our goal was to draw the recipients’ attention
without overwhelming them with information. However,
there is a trade-off between message length and effective-
ness. Stakeholders typically use email ticketing systems,
which record our disclosures and inform the system opera-
tors. Certain cloud providers have also stringent restrictions
on email content, filtering messages that are too long or
include attachments that are too large. Using HTML-based
content, such as colors, different fonts, or other graphic
content in our disclosure message is also not ideal, because
it could trigger spam filters.

6.3. Attitudes & Motivation

To communicate positively and encouraging with the
affected stakeholders and find a balance to motivate them
to actively engage in the disclosure process, we have in-
corporated stakeholders’ responses and suggestions into our
notification methods. Early respondents requested that we
include a brief description of the severity of vulnerabilities,
IP addresses, port numbers, and preferably corresponding
CVEs, which they see as the optimal information to in-
clude in the disclosure messages. We remedy the fact that
CVEs may not be understood by all recipients equally by
providing additional security suggestions in simple text,
which we hope helps reduce the efforts of stakeholders to
mitigate the vulnerabilities. We also specify our contact
information in our disclosure email, and we provide a link
to our webpage that provides more details. Contacts that
actively engaged in the CVD informed us that they found
this helpful. Another important concern is the language to
communicate with the stakeholders. Since our disclosure
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were large-scale and world-wide, we composed our mes-
sages in English. Interestingly, we received 112 responses,
mainly from stakeholders’ ticketing systems, that were in
the stakeholders’ native languages, which increased our
efforts to react to those responses.

6.4. Receiver & Behavior

WHOIS email contact information may not always be
accurate, which means that we could potentially leak infor-
mation on vulnerabilities to the wrong recipient. Indeed,
this was the case for eight recipients, who complained that
we informed the wrong parties. We aim to mitigate this
situation by limiting the vulnerability details in our first
message and not providing every detail. However, this
can conflict with the interest of stakeholders, who prefer
a clear and informative initial message, for example, to
triage it internally. Another consideration is the tendency of
stakeholders to start mitigating the vulnerabilities without
notifying us. Whether stakeholders informed us about their
process appears to also depend on their own vulnerability
management policies and willingness to participate in our
CVD. Another contact method than email could improve
on these aspects, for which our next step is to construct a
reliable disclosure channel with the stakeholders. The re-
sponses we received show that well-known cloud providers
and organizations host numerous IoT backends. Establish-
ing long-term connections and communication channels
with these organizations could allow us to directly reach the
responsible parties and improve CVD effectiveness.

7. Future Work

Traditionally, meta data regarding IP addresses, like
contact addresses, is accessible through WHOIS, which is
unstructured text for which it can be difficult to retrieve
the correct email address. The Registration Data Access
Protocol (RDAP),2 which provides structured access to this
meta data, has been introduced as a successor to WHOIS
and could improve delivery reliability for CVD notifica-
tions. Unfortunately, while RDAP is in the process of
being deployed, WHOIS remains more widely supported,
reliable, and more frequently updated [9]. Future work,
especially once RDAP becomes more widely used, should
explore the benefits of RDAP for retrieving accurate contact
information in more depth. Moreover, given its extensibil-
ity, RDAP provides an opportunity to include a disclosure
contact address, which could improve CVD effectiveness.

8. Conclusion

Coordinated Vulnerability Disclosure (CVD) is a well-
established and proven approach to unite security re-
searchers, vendors, operators, and end users to mitigate
the identified vulnerabilities in a joint effort. Unfortu-
nately, as we have experienced in our large-scale CVD of
vulnerabilities spanning over 15,820 IoT backends that we
discuss in this paper, it remains challenging for researchers
to set up reliable infrastructure to facilitate large-scale CVD
and establish practical and trusted communication with

2. https://about.rdap.org/

stakeholders when considering the intricacies of real-world
deployments. Following current best CVD practices to
contact operators, we could still not inform the operators of
984 backends (6.3%) about their vulnerable systems. CVD
does lead to improvements in security for IoT backends,
these are limited to a low 2.28% of backends, while a
total of 77.5% of backends see no security improvements
after disclosure. That is, our findings suggest a troubling
immaturity regarding backend security awareness and the
adoption of CVD in the IoT ecosystem. Overall, leveraging
our own experience, in this paper, we provide new insight
on the struggles when performing large-scale CVD at the
example of IoT backends and we make new suggestions to
improve current CVD practices.
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A. Disclosure Email

Dear Sir/Madam,

As a collaborative project from the University of Twente
and TU Wien, we have been investigating the
security of publicly available IoT services. We
examined the server endpoints that IoT devices and
smartphone apps connect to. Our study has revealed a
security issue that might require your immediate
attention. We conducted a scan and found the
following vulnerable machines (IP address, Found
Time, and CVEs):

↪

↪

↪

↪

↪

↪

↪

↪

192.0.2.42 2022-08-24 00:03:02.000000000
+0000 CVE-2018-12550, CVE-2018-12551↪

You can find out more about our study and an explanation
of the results on our project website:
https://iot-disclosure2023.dacs.utwente.nl

↪

↪

These findings have been kept confidential and all the
rules stated by our Dutch National Cyber Security
Center (NCSC) [1] were adhered to during this
research. We are planning to follow the procedure as
outlined in our public disclosure policy [2].

↪

↪

↪

↪

If you are not running this server yourself, but know the
responsible party (e.g., because they are your
customer), please forward this information to them,
you have our explicit approval for this.

↪

↪

↪

Regards,
IoT Disclosure Project, UTwente

[1]: https://english.ncsc.nl/get-to-work/imple-
ment-a-cvd-policy/finding-vulnerabilities-in-it-sys-
tems

↪

↪

[2]: https://www.utwente.nl/en/service-portal/re-
search-support/procedures-facilities/coordi-
nated-vulnerability-disclosure-policy-for-research

↪

↪

Listing 1: Initial Disclosure Email

Dear Sir/Madam,

As a collaborative project from the University of Twente
and TU Wien, we have been investigating the
security of publicly available IoT backends. We
examined the server endpoints that IoT devices and
smartphone apps connect to. Our study has revealed a
security issue that might require your immediate
attention. We conducted a scan and found the
following vulnerable machine (IP address, Found
Time, CVEs):

↪

↪

↪

↪

↪

↪

↪

↪

192.0.2.42 2022-08-24 00:03:02.000000000
+0000 CVE-2018-12550, CVE-2018-12551↪

In our scanning method, we attempted to subscribe to your
MQTT services with wildcards "$SYS/#" and "#" on
Port 1883. We collected the number of topics (680)
and the number of connected clients (2) at the time of
our scan. We did not explore your system further. Yet
we believe an attacker can use the same way to
extract all MQTT content and may get access to
sensitive information such as Personal Identifiable
Information or security device status of associated
systems.

↪

↪

↪

↪

↪

↪

↪

↪

↪

Our suggested improvements are:

* Adopt some authentication measures, e.g.,
password-based authentication.↪

* Adopt some Access Control Lists to prevent all users
from reading all messages, e.g., only admins can read
certain sensitive topics.

↪

↪

* Encrypt the communication, e.g., by using TLS (some
lightweight versions of it can work with IoT devices,
e.g., https://www.wolfssl.com/)

↪

↪

* If the broker does not have to be exposed to the entire
Internet, protect it either behind a firewall (blocking
incoming connections from outside the organization)
or a NAT.

↪

↪

↪

You can find out more about our study and an explanation
of the results on our project website:
https://iot-disclosure2023.dacs.utwente.nl

↪

↪

These findings have been kept confidential and all the
rules stated by our Dutch National Cyber Security
Center (NCSC) [1] were adhered to during this
research. We are planning to follow the procedure as
outlined in our public disclosure policy [2].

↪

↪

↪

↪

If you are not running this server yourself, but know the
responsible party (e.g., because they are your
customers), please forward this information to them,
you have our explicit approval for this.

↪

↪

↪

Regards,
IoT Disclosure Project, UTwente

[1]: https://english.ncsc.nl/get-to-work/imple-
ment-a-cvd-policy/finding-vulnerabilities-in-it-sys-
tems

↪

↪

[2]: https://www.utwente.nl/en/service-portal/re-
search-support/procedures-facilities/coordi-
nated-vulnerability-disclosure-policy-for-research

↪

↪

Listing 2: Supplemental Followup Email314


